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Chapter

Infroducing the Agent

1

BrightStor® ARCserve® Backup is a comprehensive, distributed storage solution
for applications, databases, distributed servers, and file systems. It provides
backup and restore capabilities for databases, business-critical applications, and
network clients.

Among the agents BrightStor ARCserve Backup offers is the BrightStor®

ARCserve® Backup Agent for Microsoft SQL Server. This agent enables you to
perform the following actions:

m  Back up your Microsoft SQL Server databases using BrightStor ARCserve
Backup without taking your database offline or preventing users from adding
new data to it

m  Manage backups of Microsoft SQL Server databases remotely

m  Schedule backups

m  Back up to a wide array of media storage devices

m  Restore Microsoft SQL Server databases using BrightStor ARCserve Backup
The agent handles all communications between BrightStor ARCserve Backup and
Microsoft SQL Server during backup and restore jobs, including preparing,

retrieving, and processing the data packets that are sent back and forth between
Microsoft SQL Server and BrightStor ARCserve Backup.
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Architectural Overview

Architectural Overview

BrightStor ARCserve Backup can be installed on the same host as the BrightStor
ARCserve Agent for Microsoft SQL Server for local operation or they can be
installed on separate systems. A single installation of BrightStor ARCserve Backup
can work with agents on many systems, allowing multiple machines to be backed
up by a single backup server. BrightStor ARCserve Backup and the agent work
together to back up and restore SQL database objects.

The agent provides services that allow BrightStor ARCserve Backup to back up
and restore a SQL database associated with the agent. The agent may reside on the
same server as Microsoft SQL Server or the agent may reside on each local drive of
all nodes in a SQL cluster environment. The agent and Microsoft SQL Server are
managed by BrightStor ARCserve Backup.

Architecturally, the agent is positioned between the BrightStor ARCserve Backup
and Microsoft SQL Server, as shown in the following illustration:

=) [T (B3] (=]

Tape Drive ~ Tape Drive  Tape Drive Tape Drive

Backup Requests

Restore Requests
The BrightStor ARCserve
Backup Agent for Microsoft
SQL Server and Microsoft SQL
Server Instances residing on
the same machine

=
D
[ .
000000,

SQL Database SQL Database SQL Database
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Architectural Overview

For a Backup Request

In a backup, the following actions occur:

1.
2.
3.

For a Restore Request

A user issues a backup command from BrightStor ARCserve Backup.
BrightStor ARCserve Backup sends the request to the agent for a database.

The agent retrieves a particular database or log from SQL Server, which sends
multiple data chunks to the agent.

The agent retrieves the data chunks and transfers then to BrightStor ARCserve
Backup, which backs up the data to a storage medium selected by the user.

In a restore, the following actions occur:

1.

2
3.
4

o1

The user issues a restore command from BrightStor ARCserve Backup.
BrightStor ARCserve Backup informs the agent of the restore.
The agent informs the SQL Server to prepare to receive the data.

BrightStor ARCserve Backup accesses a storage medium and begins restoring
data.

BrightStor ARCserve Backup transfers data to the agent.
The agent transfers data to SQL.
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How the Agent Works

How the Agent Works

BrightStor ARCserve Backup and the agent work together to back up or restore
SQL Server databases. When BrightStor ARCserve Backup starts to back up a
database, it sends a request to the agent. The agent retrieves the database from
Microsoft SQL Server and sends it to BrightStor ARCserve Backup, where the
complete database is backed up to media. During a restore, the agent functions in
a similar fashion and helps transfer the backed up database from BrightStor
ARCserve Backup to Microsoft SQL Server.

The agent takes advantage of the Microsoft SQL Server dump database and
transaction log backup method (commonly called the dump). A dump backs up the
database or transaction log in a single step. The agent ensures that a complete
database is backed up.

For each database submitted for backup, the agent initiates a dump in Microsoft
SQL Server. Microsoft SQL Server sends the database to the agent in multiple data
chunks. The agent receives the data, one chunk at a time, and passes it directly to
BrightStor ARCserve Backup, where it is recorded to backup media.

The Data Flow During Backup

The following steps describe the data flow when BrightStor ARCserve Backup
uses the BrightStor ARCserve Backup Agent for Microsoft SQL Server to back up
a Microsoft SQL Server:

1. BrightStor ARCserve Backup sends a request to the agent for a database.

2. The agent instructs Microsoft SQL Server to perform a backup of a particular
database or log.

3. Microsoft SQL Server returns the data from the database in multiple chunks to
the agent, one chunk at a time.

4. The agent receives the data chunks from Microsoft SQL Server and transfers
them to BrightStor ARCserve Backup.

5. BrightStor ARCserve Backup writes the data chunks to media.
6. Steps 2 through 5 are repeated until there is no more data to be backed up.

The agent and the Microsoft SQL Server backup function guarantee the
consistency and accuracy of the data being backed up.
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Additional Features Available

The Backup Agent RPC Server Service and Backup Agent Remote Service

The BrightStor ARCserve Backup Agent for Microsoft SQL Server consists of the
following services:

m  The Backup Agent RPC (Remote Procedure Call) Server Service — The
Backup Agent RPC Server Service operates as a Windows service. This service
starts automatically after the installation of the BrightStor ARCserve Backup
Agent for Microsoft SQL server is completed. This service allows the
BrightStor ARCserve Backup Agent for Microsoft SQL Server to browse,
backup, and restore over named pipes.

m  The Backup Agent Remote Service — The Backup Agent Remote Service starts
automatically after the installation of the BrightStor ARCserve Backup Agent
for Microsoft SQL Server is completed. This service backs up Microsoft SQL
Server databases remotely using the TCP/IP protocol.

Requirements When Accessing Windows Database Servers

When it submits a job that includes remote Windows database servers, BrightStor
ARCserve Backup prompts the user for a default user name and password for the
system on which the database resides. BrightStor ARCserve Backup accesses the
remote servers using this user name and password.

A remote Microsoft SQL Server user ID and password are also required to access
the remote database server. When prompted by the system, enter the Microsoft
SQL Server user ID and the password of the system administrator (sa), or enter a
user ID and password with equivalent privileges. This user may be a Windows
user, depending on security settings.

Checking the Agent Activity Log for Job Status

The BrightStor ARCserve Backup Agent for Microsoft SQL Server generates an
activity log with information about backup or restore jobs and their status. The
Activity log is named dbasql.log and is located in the directory in which the agent
has been installed. If errors appear in the BrightStor ARCserve Backup job logs,
check the Activity log for more information about why the errors occurred.

Additional Features Available

When you use the BrightStor ARCserve Backup Agent for Microsoft SQL Server
with Microsoft SQL Server 2000, you can use multiple instance support to perform
backups and restores of databases on named SQL Server instances. For more
information, see Multiple Instance Support, Backup Options, and Restore Options
in this chapter.
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Additional Features Available

Multi-Striping Support

With the BrightStor ARCserve Backup Agent for Microsoft SQL Server in addition
to the BrightStor ARCserve Backup Enterprise Module, and Microsoft SQL Server
7.0 or Microsoft SQL Server 2000, you can also use the Multi-Striping feature. For
information about Multi-Striping, see Multi-Striping Support in this chapter.

When the agent is used with the multistreaming feature of the BrightStor
ARCserve Backup Enterprise Module, you can use multiple processes and
multiple backup devices to accelerate your backup beyond the speed of a single
tape drive. With very large databases, this can make the difference between a
backup that takes you a few hours instead of an entire day.

Multiple Instance Support

Backup Options

This feature provides backup and restore support on multiple instances of
Microsoft SQL Server running concurrently on the same computer, with each
instance having its own set of system and user databases that are not shared
between instances. An application can connect to each Microsoft SQL Server
instance on a local computer in the same way that it connects to Microsoft SQL
Server running on a remote computer.

The BrightStor ARCserve Backup Agent for Microsoft SQL Server offers backup
and restore support for multiple Microsoft SQL Server instances. The BrightStor
ARCserve Backup Manager in BrightStor ARCserve Backup displays instances for
the local computer and for the remote computer. The default instance is simply
called Microsoft SQL Server, while named instances will append their instance
names.

These features enable you to do the following;:

m  Back up differential files or filegroups of a database
m  Back up transaction logs

m Leave the database in a restoring state

m  Check the physical consistency of databases

For more information about backup options, see the chapter, Backing Up Microsoft

SQL Server Databases.
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Backing Up SAP R/3 Online with Microsoft SQL Server 7.0 or 2000

Restore Options

These features enable you to do the following:

Restore data and stop at a specific mark
Restore data and stop before a specific mark
Restore with replication settings

Restore with restricted user access

Restore partially

Move log files

Check the physical consistency of databases

Automatically determine a sequence of backups to restore in order to produce
a live, consistent database from a single restore job

For more information about restore options, see the chapter, Restoring Microsoft
SQL Server Databases.

Backing Up SAP R/3 Online with Microsoft SQL Server 7.0 or

2000

When you use Microsoft SQL Server 7.0 or Microsoft SQL Server 2000 as the
database server for SAP R/3, you can perform an online backup of SAP R/3
databases using the BrightStor ARCserve Backup Agent for Microsoft SQL Server.
A separate backup agent for SAP R/3 is not required. The online backup
procedure is the same as it is with any other database in the Microsoft SQL Server.

Note: You cannot perform offline backups of SAP R/3 databases in Microsoft SQL
Server 7.0 or Microsoft SQL Server 2000 using the BrightStor ARCserve Backup
Agent for Microsoft SQL Server.
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Chapter

Installing the Agent

p

BrightStor ARCserve Backup Agent for Microsoft SQL Server is a client program
you can install in two types of configurations:

m  On the server machine with Microsoft SQL Server
m  On the local drives of all nodes in a Microsoft SQL cluster environment

This chapter explains how to install the BrightStor ARCserve Backup Agent for
Microsoft SQL Server in both types of configurations.

Installation Prerequisites

This section provides prerequisite information that you must complete before
installing the BrightStor ARCserve Backup Agent for Microsoft SQL Server in a
standard Microsoft SQL environment, Microsoft SQL Server 7.0 cluster
environment, and a Microsoft SQL Server 2000 cluster environment.

Basic Prerequisites
Before you install the BrightStor ARCserve Backup Agent for Microsoft SQL
Server in a standard Microsoft SQL environment, verify the following:

m  You have administrator privileges or the proper authority to install software
on the computers where you will be installing the product or its components.

Note: Contact your BrightStor ARCserve Backup administrator to obtain the
proper rights if you do not have them.
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Installation Prerequisites

You have used SQL or NT authentication for each Microsoft SQL Server
instance. For each Microsoft SQL Server instance that has SQL authentication,
you must provide a user name and password of an SQL user with system
administrator privileges.

You have access to license keys for BrightStor ARCserve Backup Agent for
Microsoft SQL Server.

You have registration information for BrightStor ARCserve Backup Agent for
Microsoft SQL Server.

Microsoft SQL Server 7.0 Cluster Environment Prerequisites

Before you install the BrightStor ARCserve Backup Agent for Microsoft SQL
Server in a Microsoft SQL Server 7.0 cluster environment, verify the following:

Ensure that your Microsoft SQL Server 7.0 virtual server has Mixed Mode
authentication selected. For specific instructions on checking and changing
this setting, see Checking and Changing the Microsoft SOL Server
Authentication Method in the appendix “Configuring Microsoft SQL Server
Security Settings.”

If you change the setting, you must stop and restart Microsoft SQL Server
services from the Microsoft Cluster Administrator before this change takes
effect.

Use SQL authentication, rather than NT authentication.

Install Microsoft SQL Server Client Connectivity to all secondary nodes of the
cluster. This enables a backup to occur if Microsoft SQL Server Quorum and
the Windows Quorum are on separate nodes of the cluster.
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Installation Checklist

Installation Checklist

Basic Checklist

The following checklists serve as an aid to ensure that you have all the information
necessary to complete your installation successfully.

Use the following checklist to ensure that you have met all of the prerequisites and
have all of the information that you need to complete a basic installation.

v Prerequisites

Have you verified that your system meets the minimum requirements
needed to install the BrightStor ARCserve Backup Agent for Microsoft
SQL Server? For a list of requirements, see the readme file.

Are you installing the BrightStor ARCserve Backup Agent for Microsoft
SQL Server in a standard Microsoft SQL Server environment, in a
Microsoft SQL Server 7.0 cluster environment, or in a Microsoft SQL
Server 2000 cluster environment?

Have you installed BrightStor ARCserve Backup? See BrightStor
ARCserve Backup Getting Started.

Do you plan to use Multi-Striping? If so, have you installed the BrightStor
ARCserve Backup Enterprise Module? See BrightStor ARCserve Backup
Getting Started.

Have you selected your type of installation (for example, local, remote,
create a response file)?

Are you changing the default installation path? If you are, remember to
write down the installation path for easy
reference.

Do you know the computer name and the valid user name and password
for the computers on which you are installing the BrightStor ARCserve
Backup Agent for Microsoft SQL Server?

Do you have the license key information that is required for installing the
BrightStor ARCserve Backup Agent for Microsoft SQL Server or is this a
valid trial?

Do you have administrator privileges or the proper authority to install
software on the computers on which you are installing the BrightStor
ARCserve Backup Agent for Microsoft SQL Server?
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Installation Checklist

Microsoft SQL Server 7.0 Cluster Environment Checklist

Use the following checklist to ensure that you have met all of the prerequisites and
have all of the information that you need to complete a Microsoft SQL Server 7.0
installation in a cluster environment.

v

Prerequisites

Have you completed the prerequisites outlined in the Basic Checklist?

Have you selected Mixed Mode authentication for the Microsoft SQL
Server 7.0 instance?

If you changed to Mixed Mode authentication, have you restarted
Microsoft SQL Server services from the Microsoft Cluster Administrator?

Do you know the Microsoft SQL Server virtual server name and the user
name and password of an MSCS domain user with administrator
privileges?

Do you know the user name and password of an Microsoft SQL Server
user with system administrator privileges?

Have you installed the agent on the local drives of all nodes in the
Microsoft Clustering Server (MSCS) cluster as part of the initial agent
installation?

If you are installing on a node of an SQL cluster environment, have you
selected local as your installation type?

(Optional) Have you installed the Microsoft SQL Server 7.0 Client
Connectivity on every node of the cluster?

Microsoft SQL Server 2000 Cluster Environment Checklist

Use the following checklist to ensure that you have met all of the prerequisites and
have all of the information that you need to complete a Microsoft SQL Server 2000
installation.

v

Prerequisites

Have you completed the prerequisites outlined in the Basic Checklist?

Do you know the user name and password of an MSCS domain user with
system administrator privileges?

Have you selected NT authentication for the Microsoft SQL Server 2000
instance?
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Installing the Agent

v Prerequisites

Do you know the SQL 2000 virtual server name, cluster server user name,
and cluster server password?

Have you installed the BrightStor ARCserve Backup Agent for Microsoft
SQL Server on the local drives of all nodes in the MSCS cluster as part of
the initial agent installation?

If you are installing on a node of an SQL cluster environment, have you
selected local as your installation type?

Installing the Agent

Make sure that you have confirmed the installation prerequisites and performed
the required pre-installation tasks. When you have completed these tasks and
gathered the required information, you are ready to start the installation process.

Installing the Agent in a Standard Microsoft SQL Server Environment

To install the BrightStor ARCserve Backup Agent for Microsoft SQL Server in a
standard Microsoft SQL Server environment, follow the standard installation
procedure for the system components, agents, and options of BrightStor ARCserve
Backup. For the detailed steps in this procedure, see the BrightStor ARCserve Backup
Getting Started.
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Installing the Agent

During the installation procedure, the following Account Configuration dialog is
displayed after you select the BrightStor ARCserve Backup Agent for Microsoft
SQL Server for installation:

ol Backup Agent for SQL Server, Configuration

Account Configuration [ =y
L=l

Please provide SGL Server Account information. b__m

| authentication Login 1D Password Corfirm password |

SOL authentication  sa

<Back | New> | skin |

On this dialog, enter the appropriate information for each instance of your
standard Microsoft Server:

m  Enter either SQL or NT Authentication.

m  For each SQL Server instance for which you have specified SQL
authentication, enter the user name and password of a SQL user with system
administrator privileges.
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Installing the Agent

Installing the Agent in a Microsoft Server 7.0 Cluster Environment

To install the BrightStor ARCserve Backup Agent for Microsoft SQL Server in a
Microsoft SQL Server 7.0 cluster environment, follow the standard installation
procedure for the system components, agents, and options of BrightStor ARCserve
Backup. For the detailed steps in this procedure, see the BrightStor ARCserve Backup
Getting Started.

During the installation procedure, the following Account Configuration dialog is
displayed after you select the Backup Agent for Microsoft SQL Server for
installation:

#! Backup Agent for SAL Server Configuration

Account Configuration

Please provide SOL Server Account information.

Authentication | Login...l Fa.. | Co.. | Virtual...l Cluster Server... | Cluste...l Confir.... |
SLL authentication T A SOLY... | Administrator b

Finigh I Cancel |

On this dialog, enter the appropriate cluster information for your Microsoft SQL
Server 7.0 virtual server that you must specify for each node on the cluster:

m  Enter SQL Authentication for a Microsoft SQL Server 7.0 virtual server.

m  Enter the user name and password for the system administrator (sa) or an
equivalent account on the Microsoft SQL virtual server.

m  Enter the Microsoft SQL virtual server name, and the user name and password
of an MSCS domain user with system administrator privileges.
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Installing the Agent

Installing the Agent in a Microsoft Server 2000 Cluster Environment

To install the BrightStor ARCserve Backup Agent for Microsoft SQL Server in a
Microsoft SQL Server 2000 cluster environment, follow the standard installation
procedure for the system components, agents, and options of BrightStor ARCserve
Backup. For the detailed steps in this procedure, see the BrightStor ARCserve Backup
Getting Started.

During the installation procedure, the following Account Configuration dialog

(consisting of the following left and right panes) is displayed after you select the
Backup Agent for Microsoft SQL Server for installation

wh Backup Agent for S0L Server Configuration ﬂ

Account Configuration

Fleasze provide SOL Server Account information.

Instance | Authentication | Login |D | Pazzword | Canfirm
MESHUSERVER" Windows authentication
INST1 Wwindaws authentication
Click here to add a new inztance
K| | i

Finish I Cancel |
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Post-Installation Procedures

4 Backup Agent for SQL Server Configuration i’

Account Configuration

Fleaze provide SOL Server Account information.

| Wirtual SOL Server Mame | Cluster Server User Mame | Cluster Server Pazzword I Confir
WSOLNODEN adrministrator i e
WSALWAODEZ adriiniztratar e s

4] | i3

Finizh I Cancel |

On this dialog, enter the appropriate cluster information for each instance of your
Microsoft SQL Server 2000 virtual server:

m  Enter SQL Authentication.

m  To add Microsoft SQL virtual server instances that are not displayed in the
configuration window, click the cell containing the instruction in the Instance
column.

m  In the Authentication column, specify either NT or SQL authentication. If you
specify SQL authentication, enter the user name and password of a SQL Server
user with system administrator (sa) rights for that instance.

m  Enter the name of the SQL 2000 virtual server associated with this instance.

m  Enter the login ID of an MSCS domain user with system administrator
privileges and the password for that user. Confirm the password.

Post-Installation Procedures

After you have installed the agent, you may need to perform one or more of the
following post-installation tasks:

m  Configure the agent backup and restore parameters for Microsoft SQL Server
7.0 and Microsoft SQL Server 2000 cluster environments

m  Configure the TCP port address
m  Configure parameters to use Multi-Striping
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Post-Installation Procedures

Configuring the Agent Backup and Restore Parameters

The Microsoft SQL Agent Configuration utility enables you to configure the
BrightStor ARCserve Backup Agent for Microsoft SQL Server backup and restore
parameters for Microsoft SQL Server 7.0 and Microsoft SQL Server 2000. The
parameters include settings for the Microsoft Virtual Device Interface (VDI) object,
remote communication, and virtual server (cluster) account information. Start the
utility from the BrightStor ARCserve Backup Program group in the Start menu.

The Microsoft SQL Agent Configuration utility opens the Microsoft SQL Server

DBAgent Configuration dialog. The following illustration is an example of the
Microsoft SQL Server DBAgent Configuration dialog:

¢ SOL Server DBigent Configuration

i~ Server Name

Microsaft SOL Server MSERVER
Set Debug Kep [0ta 3] [U—
1~ S0L Server YD Configuration 1 Remate Backup/Restore Configuration
NI 120000 Mazimum pipe wait time [ms| for Mamed 400
Fipes:
?:2@1“{:1:’;?' wait time for creating files in W Port number used for TCRAP 1750?0

Humber of stripes/vittual devices 1 Disconnect wait time, in case of a failed 000000
1 to 32) remote connection [me):

Numbers of WDI buffers (at least 1 ’17

for each stipevitual device]

Magimum YD transfer size up to 4 MB [in

iy 2097152

gk | Cancel Help
DI block size [power of 2 between ERRIE
512 and B4K., in bytes]:

The dialog contains the following sections and configuration parameters:

m  Server Name — Use this parameter to select the default server
(MSSQLSERVER) or instance name (Microsoft SQL Server 2000 only) for
which the BrightStor ARCserve Backup Agent for Microsoft SQL Server
configuration is to be changed.

m  Set Debug Key (0 to 3) — Use this parameter to create a detailed debug log.
Change this parameter to 3 only when asked to by Computer Associates
Technical Support.
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SQL Server VDI Configuration — Use the parameters in this section of the
dialog to configure the BrightStor ARCserve Backup Agent for Microsoft SQL
Server for backups or restores that use the VDI. The SQL Server VDI
Configuration section contains the following parameters:

VDI wait time (ms) — The time that a VDI object waits. The time is set in
milliseconds.

Maximum VDI wait time for creating files in restore (ms) — The time that
a VDI object waits before timing out when creating data files during a
restore. Increase this time if the database to be restored contains very large
data files. The time is set in milliseconds.

Number of stripes/virtual devices (1 to 32) — The number of threads used
for retrieving data from Microsoft SQL Server. This parameter determines
the number of CPUs that are used to perform backups. Setting this value
to match the number of CPUs in the database server will generally result
in the fastest backup performance.

Number of VDI buffers (at least 1 for each stripe/virtual device) — The
total number of buffers (of maximum transfer size) that are used to back
up and restore.

Maximum VDI transfer size up to 4 MB (in bytes) — The maximum input
or output request issued by Microsoft SQL Server to the device. This is the
data portion of the buffer. This parameter value must be a multiple of 64
KB. The range is from 64 KB to 4 MB.

VDI block size (power of 2 between 512 and 64 KB bytes) — All data
transfers are in integral multiples of this value. Values must be a power of
2 between 512 bytes and 64 KB inclusive.

Remote Backup/Restore Configuration — Use the parameters in this section to
configure the BrightStor ARCserve Backup Agent for Microsoft SQL Server for
remote backups and restores. The Remote Backup/Restore Configuration
section contains the following parameters:

Maximum pipe wait time (ms) for Named Pipes — The time the
BrightStor ARCserve Backup Agent for Microsoft SQL Server waits to
close a named pipe if a remote connection fails. The time is set in
milliseconds.

Port Number used for TCP/IP — The port number for remote backup and
restore using TCP/IP. For more information about port number, see
Configuring the TCP Port Address in this chapter.

Disconnect wait time, in case of a failed remote connection (ms)—The
time the BrightStor ARCserve Backup Agent for Microsoft SQL Server
waits to close a TCP/IP session if a remote connection fails. The time is set
in milliseconds.
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Configuring the TCP Port Address

The BrightStor ARCserve Backup Agent for Microsoft SQL Server consists of the
following two services:

m  BrightStor ARCserve Backup Agent RPC Server service —Used to browse,
back up, and restore over named pipes. It communicates over named pipes
and over TCP/IP using port 6071 for TCP/IP.

Important! You should not change this port number unless specifically instructed to
do so by a Computer Associates Technical Support representative.

m  BrightStor ARCserve Backup Agent Remote service — Used for TCP/IP
backup and restore. It uses port 6070 by default. You can change this port
number with the BrightStor ARCserve Backup Agent for Microsoft SQL
Configuration utility.

To change the port number for the BrightStor ARCserve Backup Agent Remote
service, follow these steps:

1. On the server where the BrightStor ARCserve Backup Agent for Microsoft
SQL Server is installed, open the Start menu.

2. Select the Microsoft SQL Agent Configuration utility. The SQL Server
DBAgent Configuration dialog opens.

3. Specify or change the value in the Port Number Used for TCP/IP field in the
Remote Backup/Restore Configuration area, as shown in the following
example:

&7 SOL Server DBAgent Configuration EJE\E|

1~ Server Name

Microsoft SOL Server

Set Debug Kep [Oto 3] [D—
1~ SOL Server VDI Canfiguration 1 Remote Backup/Restore Configuration
U i 120000 Mawimum pipe wait time (ms] for Named A00
Pipes:
:\gzré?;u&;:[)l wait time for creating files in W Pt number used for TCP/R: 150707

Hurmber of stipes/vitual devices
1ta232)

1 Digconnect wai; time, in case of a failed 000000
remate connection [ms):
Mumbers of VDI buffers [at least 1 ’17

for each stipesvirtual device]:

Mazimum %D transfer size up to 4 MB (in
bytes): 2097152

VDI block siea pawar of 2 [ oK | cence Help
pd OCK $I2€ |power of ehween J—‘—‘
512 and 64K, in bytes) B5536

Note: If you have more than one instance of Microsoft SQL Server installed,
you must have the same port number for every instance.
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4. Stop and restart the BrightStor ARCserve Backup Agent Remote service and
BrightStor ARCserve Backup Agent RPC Server service.

5. You must update settings on the backup server with the revised port number
for this agent. For information on configuring the settings, see the BrightStor
ARCserve Backup Administrator Guide.

Configuring the Parameters for Multi-Striping

You can fine-tune the performance and operations of your backup jobs to run on
multiple devices. You can tune these settings directly after installing the BrightStor
Backup Agent for Microsoft SQL Server, or at another time, depending on your
specific database needs. To do this, follow these steps:

1. From the Start menu, open the BrightStor ARCserve Backup Agent for
Microsoft SQL Configuration utility.

Tip: From the Start menu, choose Programs, Computer Associates,
BrightStor, ARCserve Backup Agents. From ARCserve Backup Agents,
open Microsoft SQL Agent Configuration.

The following SQL Server DBAgent Configuration dialog is
displayed:

E-‘ESQL Server DBAgent Configuration ;lglll

—Server Nam

Microzaft SOL Server

Set Debug Key [0to 3] |D
—SOL Server YD1 Configuration Femate Backup/Restore Configuration
WA SR i |1 200000 M asimum pipe wait time [ms] for Mamed 00
Pipes:
b i WDl wait time ting files i
,egrol?:[r:ns]; S R SR IBUUUDUD Port number used for TCRAP: RO70
Nlutmbgezr .Df stipesfvirtual devices |17 Disconnect walt time. in case of 4 failed ISUDUDUU
1 to 32): remote connection [ms):
Mumbers of VDI buffers [at least 1 |17
far each stipe/vitual device]

t awimurn VD1 transfer size up to 4 MB [in
Buice |208?1 52

ok I Cancel Help
DI block, size [power of 2 between EREIE
512 and G4k, in bytes).
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2. Onthe Microsoft SQL Server DBAgent Configuration dialog, consider making
the following changes:

Increase the VDI wait time from 2 minutes (120000 ms) to 20 minutes
(1200000} if you have very large databases or slow tape changers. If a
backup must span from one tape to another, the default time may be

insufficient for some changers to replace a full tape with a blank tape.

Increase the number of VDI buffers to be double the number of tape
devices you have attached to the system running BrightStor ARCserve
Backup and the BrightStor ARCserve Backup Agent for Microsoft SQL
Server. The number of VDI buffers used for a Multi-Striping backup or
restore is the number of VDI buffers set here unless the number of devices
used for the backup or restore is higher.

Increase the maximum VDI wait time if your databases have very large
data files. The default value of 9000000 ms (2%2 hours) will be adequate for
most databases. However, if data files exceed 200 GB, additional time may
be required depending on CPU and disk speed, or restore operations may
fail due to timeouts while waiting for the Microsoft SQL Server to create
data files.

Uninstalling the Agent

To uninstall the BrightStor ARCserver Backup Agent for Microsoft SQL Server,
use the following steps:

1.

2
3.
4

Open the Windows Control Panel.

Double-click the Add or Remove Programs icon.

Select CA BrightStor ARCserver Backup Agent for SQL Server.

Click the Remove button. The Add or Remove Programs dialog opens asking

whether you want to remove CA BrightStor ARCserver Backup Agent for SQL
Server.

Click Yes.
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Chapter

Backing Up Microsoft SQL Server
3 Databases

This chapter contains information about backing up databases and Transaction
logs using BrightStor ARCserve Backup, the BrightStor ARCserve Backup Agent
for Microsoft SQL Server, and Microsoft SQL Server 7.0 or Microsoft SQL Server
2000.

Backup Overview

To back up is to create a copy of a database, Transaction log, database differential,
or collection of files or file groups on another device (usually a media drive). You
use BrightStor ARCserve Backup and the BrightStor ARCserve Backup Agent for
Microsoft SQL Server to perform backups using the SQL Server Backup statement.

Backing up a database creates a copy of its tables, data, and user-defined objects.
In case of media failure, you can recover your databases if you have been making
regular backups of your databases and their Transaction logs

Important! Transaction logs are not backed up or truncated during full or differential
database backups. To back up and truncate Transaction logs, you must perform a separate
Transaction log backup. When you perform the Transaction log backup, select the
Remove inactive entries from Transaction log option to truncate the log files. For
more information about Transaction log backups see What Are Transaction Log Backups
in this chapter.

When a Microsoft SQL database backup is started in BrightStor ARCserve Backup,
the BrightStor ARCserve Backup Agent for Microsoft SQL Server initiates a
dynamic backup of the database. This backup can take place while the database is
active. The backup captures the state of the data at the moment the statement is
executed. No partial transactions are captured. Any data changes made after the
backup begins are not captured in the backed up database.
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Types of Backups

The BrightStor ARCserve Backup Agent for Microsoft SQL Server supports the
following types of backups:

Database Complete — Backs up the entire database.

Database Differential — Backs up data that has changed since the last
complete backup. For example, if you ran a complete backup of your database
on Sunday night, you can run a differential backup on Monday night to back
up only the data that changed on Monday.

Transaction Log— Backs up the Transaction log. You have the following
options when you back up a Transaction log:

- Remove inactive entries from transaction log— Truncates the log files.
This is the default option.

- Do not remove inactive entries from transaction log — Retains inactive
log entries after backup. These entries will be included in the next
Transaction log backup.

- Back up only the log tail and leave the database in unrecovered mode —
Backs up the log and leaves the database in a restoring state. This option
is available for Microsoft SQL Server 2000 only. Use this option to capture
activity since the last backup and take the database offline to restore it.

Files and File groups — Backs up selected files within a database. Use this
option to back up a file or file group when the database size and performance
requirements make it impractical to perform a full database backup.

Files and File groups; Differential — Backs up data changed in selected files
since the last File and File Group backup. Differential file backups reduce
recovery time by reducing the number of transactions from the Transaction log
that must be restored. This option is available for Microsoft SQL Server 2000
only.
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Backup Strategy Recommendations

To establish a good backup strategy, follow these recommendations:

Database Activity Back Up How Often

Low

to medium activity Full — once per week
Differential — once per day
Transaction Log —every 2-4 hours

High activity (small to medium  Full — twice per week

size)

Differential — twice per day
Transaction Log —every 60 minutes

High activity (large size-Full or ~ Full —once per week
Bulk-Logged Recovery model) ~ Differential — once per day

Transaction Log —every 20 minutes

High activity (large size, Simple Full —once per week
Recovery model) Differential — twice per day

When a Full Backup Is

Required

After you perform certain database management actions, your next backup must

be a

full database backup. If you perform one of these actions and then perform a

differential, Transaction log, or files and file groups backup, you may be unable to
use that backup with your last full database backup to restore the database
successfully.

To prevent this problem, always perform a full database backup immediately after

you
u
u

have performed any one of the following actions:

Created a new database

Changed the recovery model of the database

Changed the number of files or file groups in the database
Changed the arrangement of files among the file groups
Canceled a full backup job while it is running

Modified the structure of the database, including adding or removing a table
or a column in a table

Added or removed an index

Restored the database from backups
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What Are Differential Backups

A differential backup records only the data that has changed since the last full
database backup. On average, these backups are smaller than full database
backups and usually take less time to complete, though they are typically larger
and take more time than a Transaction log backup. However, if you need to restore
the database, a differential backup requires only the last full backup, and does not
need any of the other differential or Transaction log backups performed since the
last backup. A differential backup is also faster to restore than a Transaction log
backup because transactions do not need to be reprocessed.

Note: If a database is very active or a long time has passed since the last full
backup, then a differential backup could take as long as a full backup.

When to Perform a Differential Backup

Perform differential backups as a supplement to full backups. Because they are
usually faster and smaller, you can perform them more often than full database
backups. They are also typically more efficient because they require less space on
media and have a briefer impact on database performance than frequent, full
database backups. Additionally, you can use them to minimize the number of
Transaction logs you need to recover during a restore, because you would only
need to restore those Transaction log backups performed since the differential
backup.

Differential backups are most beneficial when:

m  Only a relatively small portion of the data in the database has changed since
the last database backup. Differential database backups are most efficient if the
same data is modified frequently.

m  You are using the Simple Recovery model, which does not permit Transaction
log backups, and you want to perform backups more frequently than is
practical for full database backups.

m  You are using the Full or Bulk-Logged Recovery model and want to minimize
the time it takes to roll forward Transaction log backups when restoring a
database.

Note: After you have modified the structure or configuration of the database (for
example, by adding more data or log files or changing the recovery model), you
must perform a full database backup before performing a differential or
Transaction log backup.
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What Are Transaction Log Backups

Transaction logs contain the record of Microsoft SQL Server database activity; back
them up frequently. To back them up, run self-contained Transaction log backups
separately from database backups. Transaction log backups offer these
advantages:

m  They are generally faster than differential backups.

m  They are always faster and smaller than full database backups.

m  They have the least impact on database performance while running.

m  They can be restored to a specific point in time, rather than just the time when

the backup was made.

Important! Transaction logs are not backed up during full or differential database
backups. You must back them up by running separate Transaction log backups.

After you have modified the structure or configuration of the database (for
example, by adding more data or log files, or changing the recovery model), you
must perform a full database backup before performing a differential or
Transaction log backup.

Restoring a Transaction Log Backup

To restore a Transaction log backup, you must first restore the following:
m  The last full database backup performed
m  The last differential backup performed since that full database backup, if any

m  Any other Transaction log backups performed since the last full database or
differential backup

It takes longer to recover a database when you restore the database and several
Transaction logs than it does when you restore only the database. Finding the
correct strategy depends on your environment. You must consider the time
required to perform backups in relation to the time required to restore.

Important! Do not perform a Transaction log backup until you have performed at least
one full database backup.

Truncating a Transaction Log

You can truncate Transaction logs when you back them up. To truncate a
Transaction log, select the Remove inactive entries from transaction log option
when you configure the backup. If the Transaction log is not truncated, it may
eventually grow large.
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What Are File and File Group Backups

You can choose to back up one or more file groups or individual files when the
database size and performance requirements make it impractical to perform a full
database backup.

If you choose to back up an individual file instead of the full database, put
procedures in place to ensure that all files in the database are backed up regularly.
Also, you must perform separate Transaction log backups for the files or file
groups you back up individually. After restoring a file backup, you must apply the
Transaction log to roll the contents of the file forward to make it consistent with
the rest of the database. For further information, see the Microsoft SQL Server
documentation.

The Impact of the Create Index Statement on File and File Group Backups

The Backup statement requires that you back up entire file groups affected by a
Create Index statement. This requirement exists in the following situations:

m  If you create an index on a file group, you must back up that entire file group
in a single backup operation. Microsoft SQL Server does not allow backups of
individual files that are part of the affected file group.

m If you create an index on a file group separate from the file group in which the
table resides, then you must backup both file groups (the file group containing
the table and the file group containing the newly created index) together.

m If you create more than one index on a file group separate from the file group
in which the table resides, you must back up all the file groups immediately to
accommodate these different file groups.

The Backup statement detects all of these file group situations and communicates
the minimum number of file groups that you must backup. Microsoft SQL Server
reports this information to the user when the backup job is run.
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Checking the Consistency of a Database

When your database activity is low, you should run a database consistency check
(DBCC), particularly with a large database. Although it takes some time, it is
important to determine that your SQL database is functioning well.

A DBCC tests the physical and logical consistency of a database. When you enable
the Database Consistency Check option for a backup, it performs the following
tests:

m  DBCC CHECKDB — Checks the allocation and structural integrity of all
objects in the specified database. By default, the CHECKDB performs a check
for indexes that can increase the overall execution time.

Note: The system table indexes are checked regardless of whether you select
this option.

m  DBCC CHECKCATALOG — Checks for consistency in and between system
tables in the specified database.

Database Consistency Check (DBCC) Options

A DBCC tests the physical and logical consistency of a database. DBCC provides
the following options:

m  Before Backup — Checks consistency before the backup of the database.
m  After Backup — Checks consistency after the backup of the database.

m  Continue with backup, if DBCC fails — Performs a database backup even if
the consistency check fails.

m  After restore — Performs DBCC after the restore of the database.

m Do notcheck indexes — Checks the database for consistency without checking
indexes for user-defined tables.

m  Check only the physical consistency of the database — Detects torn pages and
common hardware failures. In addition, it checks the integrity of the physical
structure of the page and record headers, and the consistency between the
page’s object ID and index ID. This feature is available for Microsoft SQL
Server 2000 only.

All error messages that are generated during the DBCC are displayed in the
BrightStor ARCserve Backup Agent for Microsoft SQL Server log file called
dbasql.log. The log is located in the Backup Agent directory.

Backing Up Microsoft SQL Server Databases  3-7



Backup Overview

Scheduling Backups

You should back up a database immediately after you create it. Thereafter,
continue to back it up on a regular schedule to ensure smooth recovery from a
database or media failure. Maintain regular backups of all databases, including;:

m  The master, msdb, and model databases

m  All user databases

m  The distribution database (if the server is configured as a replication
distributor)

Using Rotation Schemes and Global Options

BrightStor ARCserve Backup applies the incremental and differential global
backup methods to backups of Microsoft SQL Server. This allows you to use a
rotation scheme to perform differential and Transaction log backups of Microsoft
SQL Server databases, dynamically adjusting for the limitations of each individual
database. The various backup methods applied are as follows:

m  Full Backup Method —If you specified backup options for the target database,
these options are applied. Otherwise, a full database backup is performed by
default.

m Differential Backup Method

If you are backing up a system database (for example, master, model, or
msdb), a full database backup is always performed.

If the Microsoft SQL Server has no record of a prior full database backup
of the target database, a full database backup is performed.

If the backup options selected for the target database include a selection of
specific database files and file groups, a File-and-FileGroup differential
backup is performed for Microsoft SQL 2000 databases, and a
File-and-FileGroup full backup is performed for Microsoft SQL 7.0
databases.

In all other circumstances, a differential database backup is performed.

m  Incremental Backup Method

If you are backing up a system database (for example, master, model, or
msdb), a full database backup is always performed.

If the Microsoft SQL Server has no record of a prior full database backup
of the target database, a full database backup is performed.

3-8 Agent for Microsoft SQL Server Guide



Dynamic and Explicit Job Packaging

- If the database uses the Simple Recovery Model, a differential database
backup is performed.

- Inall other circumstances, a Transaction log backup with truncation is
performed.

Note: For more information about rotation schemes and automatic backups,
see the BrightStor ARCserve Backup Administrator Guide.

Tip: Performing a backup can slow the system down. Run backups when
the database is not being heavily updated.

Dynamic and Explicit Job Packaging

BrightStor ARCserve Backup provides two ways to package (set up) your backup
jobs:

m  Dynamic job packaging
m  Explicit job packaging

Marking an Instance for Dynamic Job Packaging

If you mark a database instance for dynamic job packaging when defining a
backup job, BrightStor ARCserve Backup automatically selects, at the time the
backup job runs, all the components of the object (its child volumes, files, and so
on) for backup.

For example, suppose you choose to back up an entire server and mark the server
for dynamic job packaging. Later, you change the volumes on the server. When
you run the next backup job, the volumes that exist on the server at the time of the
backup job are the volumes that are backed up. Any change that you make on the
server you marked for dynamic job packaging is included in the next backup.

Important! When you mark a parent object for dynamic job packaging, all of its associated
(or child) objects are also marked for dynamic job packaging and are selected for backup.
Child objects of an object marked for dynamic packaging lose any separate options you have
assigned them when the job is submitted.
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To mark an object for dynamic job packaging, follow these steps:

1. On the Source tab in the Backup Manager, expand the directory tree until the
object you want to mark for dynamic job packaging is displayed.

2. Click the square next to the object. The square next to the object, and the
squares next to all the children of the object, become completely green, as
shown in the following example:

= =50
Eaim = I ]
o=kt
Od= o
O=r
==
El% System State

Microsoft SOL Server
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= mast
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new
Mth
= Phook

e R

In the example, Microsoft SQL Server has been marked for dynamic job
packaging. All of its children are also marked for dynamic job packaging.

Marking an Object for Explicit Job Packaging

If you mark a database object for explicit job packaging when defining your
backup job, you mark some or all of its child objects for dynamic job packaging,
but do not mark the parent.

For example, if you select only the C and E drives to back up on a server, then the
server, which is the parent, is packaged explicitly. If you add another drive to the
server between the time you scheduled the job and the time it runs, the new drive
is not included in the job. However, because you dynamically packaged the C and
E drives, any change in the contents of those two drives between the time you
scheduled the job and the time you run it, will be included in the backup job.

Explicit job packaging gives you the ability to customize local backup options. For
example, if you run a backup job for which you dynamically packaged the C and
E drives on your server (which is explicitly packaged), you can select one set of
options for drive C and another set of options for drive E.

Note: To customize volume or database options, you must package the volume or
database parent items explicitly.
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To mark an object for explicit job packaging, follow these steps:

1.

On the Source tab in the BrightStor ARCserve Backup Manager, expand the
directory tree until the object you want to mark for explicit job packaging is
displayed.

Click the squares next to the children of the object. The squares next to the

child objects become completely green and the square next to the parent object
becomes half green and half white, as shown in the following example:
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In the example, the C and E drives have been marked for dynamic job
packaging. The computer on which they exist, FiNode, has been marked for

explicit job packaging.

Backing Up a Database

This section provides the basic steps required to back up a database. To perform a
basic backup, follow these steps:

1.

Ensure that Microsoft SQL Server is running on your server. The Microsoft
SQL Server service must be started.

Start the Backup Agent RPC Server service and Backup Agent Remote Service
if they are not already running.

Note: These services are started automatically when the agent is installed and
set to start automatically if the machine is restarted.

Open the Backup Manager. In the Backup Manager, locate the Microsoft SQL
Server instance. It is listed under the name of the computer on which it is
installed.
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4. Expand the Microsoft SQL

Server instance to display a list of databases, as

shown in the following example:
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If you are not backing up from a remote Microsoft SQL Server database, go to

Step 7. If you are backing up from a remote Microsoft SQL Server database,
right-click the Microsoft SQL Server instance and select the Remote Protocol
option from the pop-up menu. The Remote Protocol dialog opens, as shown in

the following example:

Remote Protocol '5

Select a Remate Protocal
& TCRAP

W Wirtual Interfaces)
" Mamed Pipes

Xl

Er

Cancel |

6. Select a protocol and click OK. TCP/IP is the default.

Note: Select Named Pipes only if you have backup operator rights, but do not
have system administrator rights or if you cannot use TCP/IP. The system
automatically tries to use named pipes if it cannot connect to the BrightStor
ARCserve Backup Agent for Microsoft SQL Server using TCP/IP.

Choose a database instance

under Microsoft SQL Server. Information about

the selected database is displayed on the right side of the Backup Manager.

Note: For information about how to select a database to apply options
properly for backup, see Dynamic and Explicit Job Packaging in this chapter.

Right-click the database object. A pop-up menu opens.
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Select Backup Agent Options. The Backup Agent Options dialog for Microsoft
SQL Server 7.0 or Microsoft SQL Server 2000 opens, depending on which
version of Microsoft SQL Server you are using,.

The following example shows the Agent Backup Options dialog for Microsoft
SQL Server 7.0:

Agent Backup Options E|
[atabaze Backup Options
() Database - Complete

() Database - Differential

[atabaze Conzistency Check

[ Befare backup

[ sfter backup

[ 0k ][ Cancel ] [ Help ]

The following example shows the Agent Backup Options dialog for Microsoft
SQL Server 2000:

®

Agent Backup Options

() Database Agent

Databaze Agent
(C} g
() Database - Differantial
O Eiles/Filegroups

() Files/Filegroups - Differential

(O Tranzaction Log

[ratabaze Consiztency Check

[ Before backup
[ &fter backup

aK ] [ LCancel ] [ Help
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10.

11.

12.

13.

14.
15.

Select the type of backup you want to perform. For more information about
backup types, see Types of Backups in this chapter.

If you did not choose Files/Filegroups or Files/Filegroups - Differential, go to
Step 13. If you did choose Files/Filegroups or Files/Filegroups - Differential,
click the Browse or Browse Files/Filegroups button. The Specify Filegroups
and Files dialog opens, as shown in the following example:

Specify FleGroups and Fles

Chooze the filez or filegroups to backup:

W Type Files or Filegroups Size (KB) = Path
[ PRIMARY
[} modeldey EilProgram Files)

< ?

[ OF. H Cancel ]

Select the specific files and file groups you want to back up. Click OK when
you are finished.

(Optional) Enable a Database Consistency Check and select the Database
Consistency Check options. For more information about Database
Consistency Checks, see Checking the Consistency of a Database in this
chapter and your Microsoft SQL documentation.

Click OK.
Repeat Steps 7 through 14 for each database you are backing up in this job.
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16.

17.

18.

Click the Destination tab in the Backup Manager and select a backup
destination, as shown in the following example:

& BrightStor ARCserve Backup - [Backup - Untitled:1] ol x|
Configuration Wizards Lkilties View Backup Window Help == x|
) Job DB al —] o
e —- LT E W .
Start | Options  Fiker | lzaz . | Yiew
Qu art Souce  Destination | Schedhe |
il 20b status [ Muliplesing | Group [GROUPA- Meda  |f
B MuliStieam | I Use Ary Group MedePool [ =]
Backup
& = Hp Groups
< Restore % GrOUPL
g Media Pool /¥ eioe
¥ GROUP
5] Device ¥ Groupd
¥ GROUPS
Database
Sy m,, <Device: 6> <Blank Media>
[~
Server -
Admin
MM Admin |51 Configure Groups... Summary Details
8 e frens
[ Erase. . Sequence No.
Configuration |- ] )
Write Protect No
Media Fool
Seriel o,
< it Medium Type .
¥ = 1 | 1=
I [Default Server:AVACHO3-+P Domain: AVACHIZHF B

Note: You can use the * symbol in the Group or Media fields to create partial
wildcards when you select a backup destination. For example, if you are
backing up to two sets of groups, one with all members beginning GroupA
and the other with all members beginning GroupB, you can select all the
GroupA members by typing GroupA* in the Group field. For more
information about selecting devices and media, see the BrightStor ARCserve
Backup Administrator Guide.

Click the Schedule tab and select the scheduling options for this backup. For
information about scheduling backups, see the BrightStor ARCserve Backup
Administrator Guide.

Click Start. The Security and Agent Information dialog opens, as shown in the
following example:

Security and Agent Information

Please edit ar confirm the following security and agent information

far this job.

Object ]UserName Password | Agent [ Cancel ]
GO-3[0.00.0) administrator e <IP=0.1;

£ WG60-3(0000) sa e

; ;

Note: In this dialog, the column and button labeled Agent refer to the client
agent, not the BrightStor ARCserve Backup Agent for Microsoft SQL Server.
You can edit Client Agent information at this time. For more information
about client agents, see the BrightStor ARCserve Backup Administrator Guide.
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19. Verify the user name and password for Microsoft SQL Server. To change the
security information for Microsoft SQL Server, click Security and change the
information on the dialog that is displayed.

20. After verifying or changing the security information, click OK to continue. The
Submit Job dialog opens.

21. (Optional) Use the Submit Job dialog to select the job execution time, to submit
the job on hold, to add an optional description for the backup job, or to select
source priority.

22. Click OK. The Job Status window opens. Use this window to monitor the
current status of your job. For more information about the Job Status window,
see the BrightStor ARCserve Backup Administrator Guide.
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Chapter

Restoring Microsoft SQL Server
4 Databases

This chapter contains information about restoring databases and Transaction logs
using BrightStor ARCserve Backup, the BrightStor ARCserve Backup Agent for
Microsoft SQL Server, and Microsoft SQL Server 7.0 or Microsoft SQL Server 2000.

Restore Overview

To restore is to load a database from a backup of that database and (if applicable)
one or more backups of its Transaction log. If a database is lost or damaged, you
can restore the database by reloading the most recent database backup and the
successive log backups. A restore overwrites any information in the database with
the backed up information. Use BrightStor ARCserve Backup and the BrightStor
ARCserve Backup Agent for Microsoft SQL Server to perform restores using the
SQL Server Restore statement.

When you restore a database, Microsoft SQL Server rolls back any uncommitted
transactions that were active at the moment the restore began. When the restore is
complete, the database is in the same state it was in when the Backup statement for
the backup used in the restore was initiated, excluding any transactions that were
active at that point.

After the data from the backup has been reloaded, Microsoft SQL Server
reinitializes any remaining unused pages. For example, if a 100 MB database
contains only five MB of data, Microsoft SQL Server rewrites all 100 MB of space.
Consequently, it takes at least as long to restore a database as it does to create a
database.

Microsoft SQL Server locks a database while restoring it, so that the database
cannot be modified during the restore. However, users can access and modify
other Microsoft SQL Server databases during this time.

If a failure occurs while a database is being restored, Microsoft SQL Server notifies
the system administrator but does not recover the partially restored database.You
must restart the database restore to complete the restore.
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Restore Types

The destination database must have at least as much storage space allocated to it
as the backed up database. The actual amount of data in the backed up database is
irrelevant. To get information about allocated storage space, use the SQL
Enterprise Manager or the DBCC CHECKALLOC statement.

If you have a media failure, restart Microsoft SQL Server. If, after a media failure,
Microsoft SQL Server cannot access a database, it marks the database as suspect,
locks it, and displays a warning message. You may need to drop (detach from
Microsoft SQL Server) a damaged database, a process that you can perform using
the SQL Enterprise Manager.

During a restore operation, the selected database must not be in use. Any data in
the selected database is replaced by the restored data.

The BrightStor ARCserve Backup Agent for Microsoft SQL Server supports the
following types of restores:

m  Complete database restore — Restores the entire database.

m  Differential backup restore — Restores the database to the point in time when
you created the differential backup. Typically, you would supplement
differential backups by creating multiple Transaction log backups after each
database backup. Using a combination of full-database, differential, and
Transaction log backups, you can minimize the time of database recovery and
the amount of data loss due to failure.

m  Transaction log restore — Restores the Transaction log. Restoring a
Transaction log is also referred to as applying a Transaction log. When you
restore a Transaction log, Microsoft SQL Server reexecutes the changes
contained in the log and rolls back any transactions that were uncommitted
when you backed up the Transaction log.

After you have restored a database, you can load the differential backup (if
any) and the Transaction log backups you created after backing up that
database. Loading Transaction logs lets you to recover as much of a database
as possible.

You must load backups of the Transaction log in the sequence in which they
were created. Microsoft SQL Server checks the timestamps on each backed up
database and each backed up Transaction log to verify that the sequence is
correct.

After Microsoft SQL Server has loaded the entire sequence of Transaction log
backups, the database is restored to its state at the time of the last Transaction
log backup, excluding any uncommitted transactions. The only uncommitted
transaction that Microsoft SQL Server does not roll back is the Microsoft SQL
Backup Log transaction, which is completed as part of the restore process
instead.
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m  File and file group restore — Restores files or file groups. You can restore files
and file groups from either a file or file group backup or from a full database
backup. When restoring files or file groups, you must apply all of the
differential file or file group backup sessions, followed by all of the
Transaction log backup sessions performed after the file or file group backup.
When you restore a file or file group, you must apply the Transaction log to
the database files immediately after the last file or file group operation.

Important! While using Automatic Selection, you may be unable to restore a database to
a different location on a disk (for example, to a different drive letter or directory path, or
with a different file name) For more information about restoring to a different location, see
Restoring to an Alternative Disk Location Using Automatic Selection in this chapter.

What Are Differential Backup Restores

A differential backup contains only the data that has changed since the last full
backup. If you have performed multiple differential backups after a full backup,
you will need only the latest differential backup to restore the database to its most
recent state.

After you have selected a differential backup session to restore, the BrightStor
ARCserve Backup Automatic Selection option automatically selects the
appropriate full-database backup session and the proper options. Automatic
Selection ensures that the correct sessions are restored in your job. Although you
can package the appropriate sessions manually, Automatic Selection can save
time.

When you restore a differential backup, the database must not be in use. Any data
in the specified database is replaced by the restored data. If you are not using
Automatic Selection, the database must be in a Loading state from a Full Database
restore.

Unlike Transaction log restores, differential restores do not let you restore a
database to the exact point of failure, but only to the point in time that you created
the differential backup.

What Are Transaction Log Restores

When restoring from a Transaction log backup, you must remember to apply the
Transaction log backup to the appropriate database, differential backup, or file
group backup. In summary, when you are restoring, do the following;:

m  Restore the database backup
m  Restore the latest differential backup, if any

m  Restore the Transaction log backup
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When you select a Transaction log backup to restore, the Automatic Selection
option automatically selects the appropriate Transaction log backup, differential
backup, and database backups, and the proper options. Automatic Selection
ensures that the correct sessions are being restored in your job. Although you can
package the appropriate sessions manually, Automatic Selection can save time.

What Are File and File Group Restores

You canrestore individual files or file groups from either a file or file group backup
or from a full database backup. When you use this option, you must apply the
Transaction log to the database immediately after the last file or file group restore
operation. This allows the contents of the file to roll forward, making it consistent
with the rest of the database.

If you have selected a file or file group backup to restore and use Automatic
Selection, the Automatic Selection option automatically selects all of the
Transaction log backups that are needed to run the restore successfully. Automatic
Selection ensures that the correct sessions are restored by your job. Although you
can package the appropriate sessions manually, Automatic Selection can save
time.

If you have selected a file or file group differential backup to restore and use
Automatic Selection, the Automatic Selection option selects the file or file group
backup session on which the differential was based and all of the Transaction log
backups that are needed to run the restore successfully.

Restoring a Master Database in Windows 2000, XP or 2003

Before you restore the master database, you may need to rebuild it from Microsoft
SQL Server 7.0 or Microsoft SQL Server 2000 using the Microsoft SQL Server
Rebuild Master utility. Restoring the master database requires that the restore
operation have exclusive access to the SQL Server instance. To ensure this, you
must start Microsoft SQL Server in single-user mode and restore the master
database from the most recent backup.

Note: For complete instructions on rebuilding your Microsoft SQL Server 7.0 or
Microsoft SQL Server 2000 master database, see the Microsoft SQL server
documentation.

Important! Microsoft SQL Server Desktop Engine (MSDE) does not contain the Rebuild
Master Database utility. To recreate the master and model databases if you are using
MSDE, you must reinstall your MSDE-based application, and then restore the appropriate
online backups.
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A permissions conflict may occur when you run Microsoft SQL Server from a
command line as system administrator while the BrightStor ARCserve Backup
Agent for Microsoft SQL Server is running as a service. Use the following
procedure to run Microsoft SQL Server in single-user mode as a service to avoid
the permissions conflict.

Note: The following procedure for restoring a master database does not apply to
a Windows NT environment. For information about restoring a master database in
a Windows NT environment, see Restoring a Master Database in Windows NT in
this chapter.

To start Microsoft SQL Server in single-user mode, follow these steps:

1.

2.
3.

From the Start menu, choose Settings, Control Panel. From the Control Panel
open Administrative Tools.

Open Services. The Services window opens.

Search the list of services for one of the following Microsoft SQL Server
services:

m  MSSQLServer —For Microsoft SQL Server 7.0.
s MSSQLSERVER — For a default instance of Microsoft SQL Server 2000.

m  MSSQL$—Named instances of Microsoft SQL Server 2000. The name of
the instance follows MSSQL.

Right-click the service. From the pop-up menu, choose Properties. The Service
Properties dialog opens.

Stop the Microsoft SQL Server service if it is running. To stop the service, click
Stop on the General Tab in the Service Properties dialog.
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6. Inthe Start parameters field at the bottom of the dialog, enter —c -m, as shown
in the following example:

MSSQLServer Properties (THOCAO701)

General | Log On | Dependencies

Service name:  MSSOLServer

‘ Dizplay name: MSSELServer

Description:

‘ Fath ta executable:
C:AMSSOLTAbinnhsglzervr.exe

Startup type: ;Automatic W i

Service status:  Stopped

“Y'ou can specify the start parameters that apply when vou start the service
fram here.
Start parameters: |-z-m

[ Ok ] [ Cancel ]

7. Click Start to restart the service, and then click OK.

Returning Microsoft SQL Server Service to Normal (Multi-User) Mode

When you finish restoring the master database, you must return Microsoft SQL
Server service to normal (multi-user) mode. To return Microsoft SQL Server
service to multi-user mode, follow these steps:

1. From the Start menu, choose Settings, Control Panel. From the Control Panel
open Administrative Tools.

2. Open Services. The Services window opens.

Search the list of services for one of the following Microsoft SQL Server
services:

m  MSSQLServer —For Microsoft SQL Server 7.0.
m  MSSQLSERVER — For a default instance of Microsoft SQL Server 2000.

m  MSSQL$—Named instances of Microsoft SQL Server 2000. The name of
the instance follows MSSQL.
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5.
6.

Right-click the service. From the pop-up menu, choose Properties. The Service
Properties dialog opens.

Remove -c -m from the Start parameters field.

Click Start to restart the service, and then click OK.

For more information about this type of restore, as well as other special cases, see
Microsoft SQL Server Books Online or the Microsoft web site.

Restoring a Master Database in Windows NT

When you restore a master database in a Windows NT Version 4.0, you must start
the Microsoft SQL Server service in single-user mode. To start the Microsoft SQL
Server service in single-user mode, follow these steps:

1.
2.

From the Control Panel, open Services. The Services dialog opens.

Search the list of services for one of the following Microsoft SQL Server
services:

m  MSSQLServer —For Microsoft SQL Server 7.0.
m  MSSQLSERVER —For a default instance of Microsoft SQL Server 2000.

m  MSSQLS$—Named instances of Microsoft SQL Server 2000. The name of
the instance follows MSSQLS.

Stop the Microsoft SQL Server service if it is running. To stop the service, click
the service and then click Stop.

In the Start parameters field at the bottom of the dialog, enter —c -m, as shown
in the following example:

Services

Service

erver

erdDHelper

MSSELS e
M5S0LServ
Met Logon

Startup Parameters:

Status

Started

Startup

Automatic
Marual
Autarnatic

Cloze

Start

Metwark DDE Manual il
Metwork DDE DSDM Marual

MT Lk Securty Support Provider Started Manual J Bz
Flug and Play Started Automatic e
Protected Storage Started Automatic —
Femote Procedure Call [RPC) Locator Manual Sl
Remote Procedure Call [RPC) Service Started Automatic LI s

Hiw! Profiles...

Lk

Help

5. Click Start to restart Microsoft SQL server.

Important! None of the supporting Microsoft SQL Server services can be running during
the master database restore job or the restore job will fail. If you are restoring the msdb
database from a backup, you must stop the service named SQLServerAgent before the
restore begins. You can restart it after the restore is complete. If you do not stop
SQLServerAgent, it will not function properly after you have restored the master database.
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Returning Microsoft SQL Server Service to Normal (Multi-User) Mode

When you finish restoring the master database, you must return the Microsoft SQL
Server service to normal (multi-user) mode. To return the Microsoft SQL Server
service to multi-user mode, follow these steps:

1. From the Control Panel, open Services. The Services dialog opens.

2. Search the list of services for one of the following Microsoft SQL Server
services:

m  MSSQLServer —For Microsoft SQL Server 7.0
m  MSSQLSERVER —For a default instance of Microsoft SQL Server 2000

m  MSSQL$—Named instances of Microsoft SQL Server 2000. MSSQLS$ is
followed by the name of the instance

3. If the Microsoft SQL Server service is running, stop the service by clicking the
service, and then clicking Stop.

4. Click Start to restart Microsoft SQL Server.
Note: Note that the Startup Parameters field is cleared.
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Restore Options

The BrightStor ARCserve Backup Agent for Microsoft SQL Server provides the
following restore options:

m  BrightStor ARCserve Agent Automatic Selection
m  Restore Type (Full or File and Filegroup)

m  Force Restore Over Existing Files

m  Log Point in Time Restore

m  Restore Database Files As

m  Recovery Completion State

m  Database Consistency Check

m  Restricted User Access After Restore

m  Keep Replication Settings

Each option is explained in the sections that follow.

Using Automatic Selection

The BrightStor ARCserve Backup Automatic Selection option automatically
selects:

m  Other sessions that must be restored with the session you are restoring for the
restore job to be successful

m  Appropriate options needed for the restore job

The Automatic Selection option is the default option for every restore job. In most
cases, you should accept Automatic Selection as your only restore option. Using
Automatic Selection will save you time and prevent errors in packaging the restore
job.

Important! While using Automatic Selection, you may be unable to restore a database to
a different location on a disk (for example, to a different drive letter or directory path, or
with a different file name). For more information about restoring to a different location, see
Restoring to an Alternative Disk Location Using Automatic Selection in this chapter.
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Using Restore Type

The Restore Type option lets you select the type of restore from the following
choices:

m  The Database option — Use the Database option to restore complete
databases, differential backups, and Transaction log backups.

m  The Files or Filegroups option — Use the File or Filegroups option to restore
file or file group backups or files that belong to database backups, but not files
that belong to log backups or differential backups. After you have selected the
File or Filegroups option, you must select the files you want to restore.

m  The Partial Restore option —In Microsoft SQL Server 2000 only, use the
Partial Restore option to:

- Restore part of a database to its original location

- Restore part of a database to another location so you can copy damaged or
missing data back to the original database

You can use this option with full database backup sessions only.

A partial restore always restores the primary file group and other files you
specify and their corresponding file groups. The result is a subset of the
database. File groups that are not restored are marked as offline and are not
accessible. The granularity of the partial restore operation is the database file

group.

Backing Up a Transaction Log After Restoring a File or File Group

After restoring a file or file group, you must apply a Transaction log session to roll
the contents of the file forward to make it consistent with the rest of the database.
Therefore, each time you back up a file or file group, you should perform a
Transaction log backup immediately afterwards.

Microsoft SQL Server requires that you restore all file groups, for which you
created indexes since their last backup, in a single operation. You must fulfill this
requirement whether you are restoring from a file group backup or from a full
database backup. Microsoft SQL Server detects the file group index and compiles
a list of the file groups you must restore. Microsoft SQL Server reports this
information to you when the restore is run.

For more information about the requirements for restoring files and file groups,
see the Microsoft SQL Server documentation.
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Using Force Restore Over Existing Files

The Force Restore Over Existing Files option lets Microsoft SQL Server overwrite
files it does not recognize as part of the database it is restoring. Use this option only
if you receive a message from Microsoft SQL Server that tells you to use the With
Replace option.

Microsoft SQL Server supports this option for file or file group restores.

Using Log Point in Time Restore

The Log Point in Time Restore option restores a database to the state it was in at a
date and time you have specified. You should use Automatic Selection with this
option.

Important! You cannot use the Log Point in Time Restore option if the database you are
recovering uses the Bulk-Logged recovery model.

To find the correct log when you have selected the Log Point in Time Restore
option, Microsoft SQL Server restores the record in each Transaction log
containing the start and finish time of the backup. Microsoft SQL Server then
searches this record for the time you have specified. If Microsoft SQL Server does
not find the specified time, it cannot restore the log. If Microsoft SQL Server does
find the specified time, it restores the log to the point in the record that contains the
time you submitted. After this is done, the agent signals BrightStor ARCserve
Backup to stop restoring. The database is then fully recovered. If there are other
logs with the same time, those logs are ignored and the subsequent sessions are
skipped.

The Log Point in Time Restore option has limitations. For example, you do not
select Automatic Selection and choose the Force Restore Over Existing Files option.
If you select to restore one or more logs belonging to the same database, but do not
select the appropriate database, differential backup, and file group sessions to be
restored first, the job will be incomplete and the subsequent sessions for that
database will be ignored.

The options available for Log Point in Time Restore are:

m  Stop at time — This option includes date and time fields in which you can enter
a specific date and time. The option recovers the database to the specified date
and time. This is the default option.
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m  Stop before log mark — This option includes date and time fields in which you
can set a specific date and time mark. The option recovers the database to the
specified mark but does not include the transaction that contains the mark. If
you do not check the After datetime check box, recovery stops at the first mark
with the specified name. If you check the After datetime check box, recovery
stops at the first mark with the specified name exactly at or after the date and
time.

Note: This option is available in Microsoft SQL Server 2000 only.

m  Stop at log mark — This option includes date and time fields in which you can
set a specific date and time mark. The option recovers the database to the
specified mark, including the transaction that contains the mark. If you do not
check the After datetime check box, recovery stops at the first mark with the
specified name. If you check the After datetime check box, recovery stops at
the first mark with the specified name exactly at or after the date and time.

Note: This option is available in Microsoft SQL Server 2000 only.

Using Restore Database Files As

Using the Restore Database Files As option, you can:
m View the list of files for the database and related information.

m  Select the files to be restored in a file or file group backup session or a database
backup session.

m  Change the location or file name of files during a restore.

Note: Use the location change function only with complete database restores
or when using Automatic Selection.

Important! If you are restoring from an old log or differential backup, you may not be able
to restore a database to a different location on a disk (for example, with a different file name
or to a different drive letter, or directory path) while using Automatic Selection. For more
information about restoring to a different location, see Restoring to an Alternative Disk
Location Using Automatic Selection in this chapter.
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Using Recovery Completion State

The Recovery Completion State option lets you specify the final state of a session
restore using the following options:

Leave database operational. No additional transaction logs can be
restored — This option instructs the restore operation to roll back any
uncommitted transactions. After the recovery process, the database is ready
for use.

Note: If you use Automatic Selection, you do not have to choose any of the
Recovery Complete State selections manually for the automatically selected
sessions because BrightStor ARCserve Backup performs the selection of
sessions and the necessary options automatically. If you do not choose
Automatic Selection, you must follow Microsoft SQL Server rules regarding
the restore flow. For further information, see Microsoft SQL Server
documentation.

Leave database nonoperational, but able to restore additional transaction
logs — This option instructs the restore operation not to roll back any
uncommitted transactions. You must choose either this option or the Leave
database read-only option if you need to apply another differential backup or
Transaction log. Microsoft SQL Server requires that you use this option for all
but the final session. You must also use this option for database restores with
multiple Transaction log restores or when a restore requires multiple sessions
(for example, a full database backup followed by a differential backup).

Leave database read-only and able to restore additional transaction logs —
This option prepares a standby (warm backup) server. A standby server is a
second server that you can bring online if the primary production server fails.
It contains a copy of the databases on the primary server. For further
information about standby servers, see Microsoft SQL Server documentation.

Database Consistency Check (DBCC)

A Database Consistency Check (DBCC) tests the physical and logical consistency
of a database. When you enable the database consistency check option for a
restore, it performs the following test:

DBCC CHECKDB — Checks the allocation and structural integrity of all the
objects in the specified database. By default, the CHECKDB performs a check
for indexes that can increase the overall execution time.

Note: The system table indexes are checked regardless of whether you select
this option.

DBCC CHECKCATALOG — Checks for consistency in and between system
tables in the specified database.
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Using Restricted User Access after Restore

Available for Microsoft SQL Server 2000 only, the Restricted User Access after
Restore option restricts access to a newly restored database to members of the
db_owner, dbcreator, or sysadmin roles. In Microsoft SQL Server 2000,
Restricted_User replaces the DBO_Only option from Microsoft SQL Server 7.0.
This option requires the Leave database operational, no additional transaction logs
can be restored option.

Using Keep Replication Settings

Available for Microsoft SQL Server 2000 only, the Keep Replication Settings option
instructs the restore operation to preserve replication settings when restoring a
published database to a server other than the one on which it was created. As a
result, it prevents Microsoft SQL Server from resetting the replication settings
when it restores a database or log backup on a warm standby server and recovers
the database. Use the Keep Replication Settings option when setting up replication
to work with log shipping.

You cannot select this option when restoring a backup with the Leave database
non-operational, but able to restore additional transaction logs option. Only use
this option with the Leave database operational, no additional transaction logs can
be restored option.

Using SQL Agent Filter

You can use the SQL Agent Filter option in the Restore Manager to display backup
sessions of a particular database belonging to a particular server name and, in the
case of Microsoft SQL Server 2000, a particular instance. This option is available
when you are using the Restore by Session method.

To display backup sessions of a database belonging to a server name, follow these
steps:

1. Open the Restore Manager and select Restore, and then select Filter.
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2. On the Filter dialog, select the SQL Agent Filter tab, as shown in the following
example:

[ )

| | Fiter | SOL Agent Fiker |

‘ This dialog allows you to Filter out SOL Agent session that you do not want o see
Enter the Machine. Ingtance or D atabase Mame that you would like ta shaw under
the tape.

SOL Server session queried by

| Machine Name:

i 5

Instance Mame: [Applies only ko SOL 2000)

Database Name:

[ 0K ][ Cancel H Help I

3. If you are using Microsoft SQL Server 7.0, enter a machine name, or a machine
name and database name. If you are using Microsoft SQL Server 2000, enter a
machine name and a database name, or a machine name, instance name, and
database name.

Note: If you have several databases with the same matching character set in
the name, they will all be displayed.

4. Click OK.

Note: After you apply the Microsoft SQL filter settings, you can expand media
items to view the results. If a media item was expanded already, you must
collapse it and then expand it again to see the results.

Restoring a Database

If a database is damaged or lost, you can restore the database by reloading the most
recent database backup, the latest differential backup, and the succeeding
Transaction log backups. If you have corrupted data in the database, you can
reload a database backup over the former database.

When you restore a database from a backup, that database must not be in use
because any data in the specified database is replaced by the restored data.
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Restoring a Complete Database, Differential, Transaction Log, or File and File
Group Backups

You can restore from the following types of backup sessions:
m  Complete database backups

m Differential backups

m  Transaction log backups

m  File and file group backups

For any type of restore, you can use the following restore methods:

m  Restore by Tree —This option displays a tree of the networks and computers
backed up by BrightStor ARCserve Backup. To run a restore, you expand the
networks and computers to display databases and files, and then select the
databases or files that you want to restore. The databases displayed are from
the most recent backup sessions. This is the default.

m  Restore by Session— This option displays a list of media you have used when
backing up with BrightStor ARCserve Backup. To run a restore, you select the
media containing the backup you want, browse the session containing that
backup, and select the specific database or log you want to restore.

For instructions on restoring by tree or restoring by session, see the sections,
Restoring by Tree Method or Restoring by Session Method, in this chapter.

Note: BrightStor ARCserve Backup supports only Restore by Tree and Restore by
Session for Microsoft SQL Server.

Restoring by Tree Method

To restore using the Restore by Tree method, follow these steps:

1. Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Tree if it is not already selected.

2. In the Source tab below the drop-down menu, expand the computer from
which the database you want to restore was backed up. The database instances
are displayed.

3. Expand the database instance that contains the database that you want to
restore by clicking the yellow database icon.
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4. Select the database by clicking its name, as shown in the following example:

W

ﬂ Backup
%
Q Media Pool
@ Device

Database

rt
Job Status

Restore

, Report

&
3

Server
Admin

Alert

Configurations

d

utiiies L3

v BrightStar ARCserve Backup - [Restore - Untitled:1]
File Quick Start  Configurations ‘Wizards Utiities View Restore  Window Help

=-0

LU= Server (e !

£l 5¢= Microsoft Windows Metwork
= O = comPom

=-d a Microsaoft SOL Server

B o

& 7= Phonebook

- 2 (@ Micrasoft SQL Server -
5 Netware Network
o7t Netware Systems
O 5% UNIX Systems
a % Windows MT/2000/%Pf2003 Sys
= as Servers
5% windows 98/Me Systems

o 7 & .
= Start Cptions Filter View
mi Destination | Schedule |
! ¥ Restore by Tree v‘ [ Search ] [ “ersion Histary
Mame Type Size Last M|

There are no items to display in this vies

=

J Restore Manager {Session Method: Log|

S

Properties

5. If you plan to use the most recent backup, go to Step 8. If you plan to use a
backup other than the most recent one, click the Version History button. The

Version History dialog opens.

Note: Version History provides information on the media name attached to
each backup session, its backup session number, backup method, and the date
and time the backup was made. You can select the session to restore from the

backup media using Version History.

6. Select a backup session to use for the restore, as shown in the following

example:

Version History

5

EoSRS RN NE —

<

edia Nam

3/05/03 5:45
9/05/03 5:45 PM [ID:E3F SEQ:]
3/05/03 5:45 PM [ID:E3F.5SEQ]

1]
PM [ID:E3F.5EQ]

Sezzion # | Source

dbas
dbasql704
dbasql7 0N
dbasql704

x

7. Click Select. The Version History dialog closes.

8. Right-click the database name on the Source tab. A pop-up menu opens.
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9. Choose Backup Agent Options. For Microsoft SQL Server 7.0, the following
version of the Backup Agent Restore Options dialog opens:

Backup Agent Restore Options gl
BrightStor ARCserve B ackup Automatic Selection
Autornatically selects all other required sessions and options for the current session.

Restore

(%) Datahase () Files of filegroups

[ Force restore over existing files.

Restore database files as:

Files or filegroups Move file ta physical location Siz... | Physict
| PRIMARY
| Phonebook_dat C:AMSSOLAADATAPhonebook. mdf 2097152 CAMS
| Phonebook_log C:AMSSOLTADATANPhonebook. Idf 2097152C:AM551
| € | B

Recovery Completion State

(%) Leave database operational. Mo additional transaction logs can be restored,
() Leave database nonoperational, but able to restore additional transaction logs.
() Leave database read-only and able ta restore additional ansaction logs.
Database consistency check

[ &fter restore

[ 0K ][ Cancel ][ Help ]

For Microsoft SQL Server 2000, the following version of the Backup Agent
Restore Options dialog opens:

Backup Agent Restore O

BrightStor ARCserve Backup Automatic Selection

Automatically selects all other required sessions and options for the cuent session
Festore
(@) Database

[] Force restore aver existing files.
O Files or filegroups

Log point in time restore

Restore database files as:

Files or filegroups Move file ta physical lacation Siz. Physica # \
1 =

Bear_Datal C:\test\Bear_Datal MDF 1048576 C: \test
2

Bear_Data2 Chtest\Bear_Data2 MDF 10485760 test o
< | 3 ‘
Recovery Completion State

(%) Leave database aperational. No additional transaction logs can be restored.

) Leave database nonoperational, but able to restore additional ransaction logs.

() Leave database read-only and able to restore additional transaction logs,
Database consistency check
[ After restare

[] Resticted user access after restare

[[] Keep replication settings

[ 0K ][ Cancel H Help ]

Note: The dialog may vary depending on the restore sessions selected.
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Tip: The Automatic Selection option on the Backup Agent Restore
Options dialog automatically selects the restore options that are
appropriate for your backup. In most cases, you should accept
Automatic Selection as your only option for a restore job.

10. Perform one of the following actions:

m  Click OK to let the Automatic Selection option select the appropriate

restore options for the restore job. The Automatic Selection option is the
default option for every restore job.

m  Manually select the options that you want to use for this restore session.
When you are finished, click OK. For more information about options, see

Restore Options earlier in this chapter.

11. In the Source tab, ensure that the session you want to restore is selected.

12. Click the Destination tab in the Restore Manager and select a destination using

one of the following procedures:

To Restore

Action

To the original server using the
original database name

Select the Restore files to their original
locations option if not selected already.

To a different server, or a
different instance on the

original server, using the

original database name

Clear the Restore files to their original
locations option; then find and select the
Microsoft SQL Server instance for the
destination server.

Note: If the database to be restored was
backed up from an Microsoft SQL Server
7.0 instance and is being restored to a
Microsoft SQL Server 2000 instance, you
must still explicitly select the target
instance even if it is a default instance.

Restoring Microsoft SQL Server Databases
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To Restore Action
Using a different database Clear the Restore files to their original
name locations check box, then select the server

you want to be the destination.

Find and select the Microsoft SQL Server
instance on the destination server.

In the space below the check box, enter a
backslash and the new name of the
database at the end of the displayed path,
as shown in the following example:

\\ABC12-3\ dbasql70\ Lightning

13. Click Start. The Session User Name and Password dialog opens, as shown in
the following example:

Session User Name and Password @

For each tape session, enter:

- Uzer Mame and Passward for the machine atly if the files are restored to their original location(z).
- Session Pazsword for password-protected tape sessions only.

- IP or IP Address for agent restore only,

lll\dlacl'{ine | DB&gent|

Media | Sess. # | Path | Lzer Name | Pasgword
3/05/03 5:45 Pk [DE3F] 0002 WCOMPOOT hdba..  wsen]

[ oc ] [Coorest |

14. Verify or change the user name or password for the Windows computer on
which Microsoft SQL Server is loaded. To verify or change the user name or
password, follow these steps:

a. Select a session on the Machine tab and click Edit. The Enter User Name
and Password dialog opens.

b. Enter or modify the user name and password, if necessary.

c. If a session password was assigned to this session, enter the session
password.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.
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15. Verify or change the user name or password for the database servers to which

16.

17.

you are restoring. To verify or change the user name or password for the
database servers, follow these steps:

Select the DBAgent tab.

b. Select a session and click Edit. The Enter User Name and Password dialog
opens.

Enter or modify the user name and password, if necessary.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Click OK on the Session User Name and Password dialog. The Submit Job
dialog opens.

Click OK to submit this job. The Job Status window opens. Use this window to
monitor your job.

Restoring by Session Method

To perform a restore using the Restore by Session method, follow these steps:

1.

Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Session. A list of the media you have used when backing up
with BrightStor ARCserve Backup opens.

If you want to create a filter to restore only the sessions from a specific server
or the sessions from a specific database on a specific server, click the Filter tab
at the top of the Restore Manager window. The Filter dialog opens.

If you do not want to create a filter, go to Step 6.
Click the SQL Agent Filter tab. The SQL Agent Filter dialog opens.

Enter a machine name if you want to restore the sessions from a particular
server, or a machine name and database name if you want to restore the
sessions of a particular database.

If you have Microsoft SQL Server 2000, you can also enter a machine name,
instance name, and database name if you want to restore a particular instance
of a database.

Click OK on the SQL Agent Filter dialog.

Note: After you apply the SQL filter settings, you can expand the media item
to view the results. If the media item was already expanded, you must collapse
it and then expand it again to see the results.
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& BrightStor ARCserve Backup - [Restore - Untitled:1]

6. Choose the media containing the backup you want to restore, expand the
session containing that backup, and select the specific database or log you
want to restore, as shown in the following example:

Elle QuickStart  Configurations  ‘Wizards  Utiities Yiew Restore MWindow Help

e —T T T IR

| camrom :
= Start: Options Filter Wiew
Q art "
& 2 . Souce | Destination | Schedule
Job Status |
Jﬂ' e 1 = Restore by Session ol
ﬂ Backup =A@ 9/05/03 5:45 P [10:0E3F] Narne Type Sig
= o Session 0001 : \WEOMPODT Ydbabtest] There are na items to displ
-..}5 Restore DI g Session 0002 : \COMPODT\dbahtest?
i D Session 0003 : 4\ COMPO0TAdbahtestd
y Media Pool {3 Session 0004 : \WOOMPOOT \dbahtestd
z ) D Session 0005 : 4\COMPOOT \dbabtests
g Device B g Session 0006 : 4\COMPO0Tdba\estE
M {5 Session 0007 ; \\COMPOO \dbaltest?
Database M & Session 0008 : W\COMPOO1 \dbastestd
Report

Right-click the name of the database or log that you want to restore. A pop-up

menu opens.

Choose Backup Agent Options. For Microsoft SQL Server 7.0, the following

version of the Backup Agent Restore Options dialog opens:

Backup Agent Restore Options E

BrightStarEE Automatic Selection

Automaticaly selects all other required seszions and options for the curent session,

Restoe

(%) Databaze () Files o filegroups

[] Force restore over existing database,

Fiestore database files ag:

Filez or filegroups | Move file to physical location

PRIMARY

MSDBData E:%Program FilesiMicrosoft SOL Server\MSSOLESOL20004dat:
tMSDELog chmzsglPDATANmsdblog. Idf
< =

Fecovery Completion State
(5) Leave database operational. Mo addiional transaction logs can be restored,

() Leave database nonoperational, but able to restore additional transaction logs.

(O Leave database read-only and able to restore additional tranzaction logs:

[ atabaze conzsistency check
[ &sfter restore

0K ][ Cancel ][ Help
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For Microsoft SQL Server 2000, the following version of the Backup Agent
Restore Options dialog opens:

Backup Agent Restore Options @
ErightStorEB Autamatic Selection

Automatically selects all other iequired sessions and options for the current session
Restore

(O Database Fl

(®) Files or filegroups

Log point in time restore

Restore database files as:

[¥ Files or filegroups |~ Move file to physical location
E MSDELog

E:\Pragram Files\Microsoft SOL Server\MSSQLSSQLZDDU\da.t
E:\Program FileshMicrosoft SOL ServerMSS50L$S0L20004atah
< >
Recaovery Campletion State

(%) Leave datahase operational. No additional transaction logs can be restored
(O Leave datahase nonoperational, but able ta restore additional iansaction logs

(0) Leave database read-only and able to restore additional transaction logs:

Database consistency check

[ &fter restare [] Restricted user access after restare

[ ok I [ Cancel ] [ Help ]

Note: The dialog may vary depending on the restore sessions selected.

Tip: The Automatic Selection option on the Backup Agent Restore Options
dialog automatically selects the restore options that are appropriate for

your backup. In most cases, you should accept Automatic Selection as your
only option for a restore job.

9. Perform one of the following actions:

m  Click OK. The Automatic Selection option selects the appropriate restore
options for the restore job. The Automatic Selection option is the default
option for every restore job.

|

Manually select the options that you want to use for this restore session.
When you are finished, click OK. For more information about options, see
Restore Options earlier in this chapter.

10. In the Source tab, ensure that the session you want to restore is selected.
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11. Click the Destination tab in the Restore Manager and select a destination using
one of the following procedures:

To Restore Action

To the original server using the Select the Restore files to their original
original database name locations option if not selected already.
To a different server, or a Clear the Restore files to their original
different instance on the locations option; then find and select the
original server, using the Microsoft SQL Server instance for the
original database name destination server.

Note: If the database to be restored was
backed up from an Microsoft SQL Server
7.0 instance and is being restored to an
Microsoft SQL Server 2000 instance, you
must still explicitly select the target
instance even if it is a default instance.

Using a different database Clear the Restore files to their original
name locations check box, then select the server
you want to be the destination.

Find and select the Microsoft SQL Server
instance on the destination server.

In the space below the check box, enter a
backslash and the new name of the
database at the end of the displayed path,
as shown in the following example:

\ \ABC12-3\ dbasql70\ Lightning

12. Click Start. The Session User Name and Password dialog opens, as shown in
the following example:

Session User Name and Password El
Far each tape session, enter:
- User Mame and Passward for the machine only if the files are restored to their ariginal location(s)
- Sevsion Password for password-protected tape sessions only.
- IP or IP Address for agent restore only.
Machine | DBAgent |
I edia | Sess H ‘ Fath | User Name | Password |
9/05/03 5:45 PM [OE3F] 0001 WG0A123hdba,  userll
9/05/03 5:45 PM [OE3F] 0006 WWGEODAT2-3hdba user(l
9/05/035:45 PM [DE3F] 0007 WEDAT23hdba..  userll
9/05/035:45 PM [DE3F] 0002 WG0ATZ3hdba.,  used
< >
¥ (o= %
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13. Verify or change the user name or password for the Windows computer on
which Microsoft SQL Server is loaded. To verify or change the user name or
password, follow these steps:

a. Select a session on the Machine tab and click Edit. The Enter User Name
and Password dialog opens.

b. Enter or modify the user name and password, if necessary.

c. If a session password was assigned to this session, enter the session
password.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

14. Verify or change the user name or password for the database servers to which
you are restoring. To verify or change the user name or password for the
database servers, follow these steps:

Select the DBAgent tab.

b. Select a session and click Edit. The Enter User Name and Password dialog
opens.

Enter or modify the user name and password, if necessary.

d. If you want the user name, password, and session password you entered
applied to all the sessions you are restoring, select the Apply [User Name
and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

15. Click OK on the Session User Name and Password dialog. The Submit Job
dialog opens.

16. Click OK to submit this job. The Job Status window opens. Use this window to
monitor your job.

Restoring to an Alternative Disk Location Using Automatic Selection

You can restore a database to a different location on a disk (for example, to a
different drive letter or directory path, or with a different file name) while using
Automatic Selection only if the Backup Agent Restore Options dialog displays file
path entries for the data files.

Note: The Backup Agent Restore Options dialog will not have the complete file list
for Transaction log and differential backups made using BrightStor ARCserve
Backup Version 9.0 or earlier, or BrightStor Enterprise Backup Release 10.0.
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To determine whether you can use Automatic Selection to restore a database or
session to a different location, follow these steps:

1. Right-click the database if you are using Restore by Tree or the last backup
session for this database if you are using Restore by Session. A pop-up menu
opens.

2. Choose Backup Agent Options. The Backup Agent Restore Options dialog
opens.

3. Look at the section in the middle of the dialog called Restore database files as.

If the file groups and data files appear in this area, you can use Automatic
Selection. To restore, follow the directions in Restoring by Tree Method or
Restoring by Session Method earlier in this chapter.

Restoring to an Alternative Disk Location by Individual Session

If the file groups and data files are not displayed in the section called Restore
database files as, you must restore the sessions individually to restore them to an
alternative disk location. To restore sessions to an alternative disk location
individually, use one of the following methods:

m  Restore by Session using a single restore job

m  Restore by Session using a separate job for each session

m  Restore by Tree

For information on these restore methods, see the following sections: Restoring by

Session Using a Single Restore Job, Restoring by Session Using a Separate Job for
Each Session, or Restoring by Tree in this chapter.

Restoring by Session Using a Single Restore Job

If restoring by session using a single restore job, follow these steps:

1. Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Session. A list of the media you have used when backing up
with BrightStor ARCserve Backup opens.

2. Choose the media containing the backup you want to restore, expand the
session containing that backup, and select the current backup session.

3. Right-click the backup session. A pop-up menu opens.

4. Choose Backup Agent Options. The Backup Agent Restore Options dialog
opens.

5. Clear the Automatic Selection check box and confirm that the following option
is selected under Recovery Completion State:
Leave database operational. No additional transaction logs can be restored

6. Click OK.
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For each additional required backup of the database, perform the following
steps:

Select the next most recent session.

b. Open the Backup Agent Restore Options dialog as described in Steps 3
and 4.

c. Clear Automatic Selection, and select the following option under
Recovery Completion State.
Leave database nonoperational, but able to restore additional transaction
logs

d. Click OK.

For the earliest of these backup sessions, that is, the full backup on which the
others depend, make the appropriate changes to the file paths and names.

Important! Do not edit the file names or paths for any of the sessions except the full
backup session.

Complete the restore job packaging and submit the restore job. For
instructions on restoring by session, see Restoring by Session Method starting
at Step 11.

Restoring by Session Using a Separate Job for Each Session

If restoring using a separate job for each session, you may want to submit each job
on hold, and then make each job ready individually as the previous one finishes.
To package the database restore as separate jobs, follow these steps:

1.

Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Session. A list of the media you have used when backing up
with BrightStor ARCserve Backup opens.

Choose the media containing the backup you want to restore, expand the
session containing that backup, and select the most recent full database
backup of the database you want to restore. This is the full backup on which
the more recent backup sessions depend.

Right-click the backup session. A pop-up menu opens.

Choose Backup Agent Options. The Backup Agent Restore Options dialog
opens.

Clear the Automatic Selection check box and edit the file names or paths as
appropriate.

Select the following option under Recovery Completion State:

Leave database nonoperational, but able to restore additional transaction logs

Click OK to close the Backup Agent Restore Options dialog and submit the
restore job.
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10.

11.
12.

13.

14.

Restoring by Tree

Remove the selection from the backup session you included in the previous
restore job, and then find and select the next backup session for the database
you want to restore.

Right-click the backup session. A pop-up menu opens.

Select Backup Agent Options. The Backup Agent Restore Options dialog
opens.

Clear the Automatic Selection check box.

If this is not the last session to be restored, select the following option under
Recovery Completion State:
Leave database nonoperational, but able to restore additional transaction logs

If this is the last session to be restored, confirm that the following option is
selected under Recovery Completion State:
Leave database operational. No additional transaction logs can be restored

Click OK to close the Backup Agent Restore Options dialog and submit the
restore job. For instructions about restoring by session, see Restoring by
Session Method starting at Step 11.

Repeat Steps 7 through 12 until all backup sessions have been submitted for
the restore.

If you are using the Restore by Tree method, you must submit each session as a
separate restore job. You may want to submit each job on hold, and then make each
job ready individually as the previous one completes. To restore sessions as
separate jobs using the Restore by Tree method, follow these steps:

1.

o Ok »

Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Tree if it is not already selected.

In the Source tab below the drop-down menu, expand the computer from
which the database you want to restore was backed up. The database instances
appear.

Expand the database instance that contains the database you want to restore.
Select the database.
Click Version History.

In the Version History dialog, scroll right to find the columns labeled Method
and Backup Time.

Note: Entries are displayed in reverse chronological order, meaning that more
recent backups are displayed higher on the list.

Find and select the most recent backup whose method is Database and click
Select.

Right-click the selected database session. A pop-up menu opens.
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10.

11.

12.

13.

14.

15.
16.

17.

Choose Backup Agent Options. The Backup Agent Restore Options dialog
opens.

Edit the file names or paths as appropriate, and select the following option
under Recovery Completion State:
Leave database nonoperational, but able to restore additional transaction logs

Click OK to close the Backup Agent Restore Options dialog and submit this
restore job. For instructions about restoring by tree, see Restoring by Tree
Method starting at Step 11.

Click Version History again and select the next backup session after the one
currently selected.

Open the Backup Agent Restore Options dialog. Clear the Automatic Selection
check box.

If this is not the last session to be restored, select the following option under
Recovery Completion State:
Leave database nonoperational, but able to restore additional transaction logs

If this is the last session to be restored, confirm that the following option is
selected under Recovery Completion State:
Leave database operational. No additional transaction logs can be restored

Click OK to close the Backup Agent Restore Options dialog.

Submit the restore job. For instructions about restoring by tree, see Restoring
by Tree Method starting at Step 11.

Repeat Steps 11 through 16 until all backup sessions have been submitted for
a restore.
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Chapter

Backing Up and Restoring in a
S Cluster Environment

This chapter contains information about backing up and restoring database and
transaction log files using BrightStor ARCserve Backup, the BrightStor ARCserve
Backup Agent for Microsoft SQL Server, and Microsoft SQL Server or Microsoft
SQL Server 2000 in a Microsoft SQL Server cluster environment.

Backing Up and Restoring in a Microsoft SQL Server Cluster
Environment

BrightStor ARCserve Backup supports the Microsoft SQL virtual server in the
Microsoft Clustering Server (MSCS) environment using Microsoft SQL Server 7.0
with Windows NT 4.0 and Microsoft SQL Server 2000 with Windows 2000.

You use BrightStor ARCserve Backup and the BrightStor ARCserve Backup Agent
for Microsoft SQL Server to backup and restore a Microsoft SQL virtual server just
like any nonclustered Microsoft SQL Server with the following important
differences:

m  You must install the BrightStor ARCserve Backup Agent for Microsoft SQL
Server on the local drives of all nodes in the Microsoft SQL virtual server.

Note: For information about installing the BrightStor ARCserve Backup
Agent for Microsoft SQL Server, see Installing the Agent in a Standard
Microsoft SOL Server Environment in the chapter “Installing the Agent.”

m  If the node on which the Microsoft SQL virtual server is currently running fails
over during a backup job, the backup job fails too, and you must restart the job.
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Backing Up in a Microsoft SQL Virtual Server 7.0 Environment

To back up in a Microsoft SQL Virtual Server 7.0 environment, follow the steps in
these procedures:

m  Selecting server, protocol, security, and backup type

m  Selecting backup destination, schedule, and submitting the job

Selecting Server, Protocol, Security, and Backup Type

To select the server, protocol, security, and backup type, complete the following
steps:

1. Ensure that the Microsoft SQL virtual server is running in your Microsoft
cluster environment on the same node as the Microsoft Cluster Server Quorum
Resources.

2. Start BrightStor ARCserve Backup and open the Backup Manager.

3. Under the Source tab, either browse the MSCS computer through the
Windows Systems or browse through the preferred shares (by adding the
MSCS computer to the preferred shares). The Microsoft SQL virtual server
object is located under the MSCS cluster on which the server is installed, as
shown in the following example:

LI g% NAS Servers
O 5= MetWare Systems
Cl 5% UNI: Systems
o5 windows 98{Me Systems
=- ?ég Windows NT/2000{%P/2003 Systems
O [Z| Server ( BRED3 )

o =l nT4moDEL (0.0.0.0)

] master

g model

g msdb
g MNorth

o Preferred Shares/Machines
O & Metwork

Important! In the Microsoft SQL Server 7.0 cluster environment, you must not go
directly to the Microsoft SQL virtual server object in the Microsoft Network.
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4. Right-click the Microsoft SQL virtual server object and select the Remote
Protocol option from the pop-up menu. The Remote Protocol dialog opens, as
shown in the following example:

Remote Protocol x|

Select a Remote Protocol

i+ TCRAP
W1 (Wirtual Interfaces)
" Mamed Pipes

0K I Cancel |

5. Select Named Pipes and click OK.

6. Right-click the Microsoft SQL virtual server object and select Security. The
Security dialog opens.

7. Verify the security information (provided previously during configuration)
displayed in the Security dialog. If it is correct, click OK. If it is not correct,
change it and click OK.

8. Expand the Microsoft SQL virtual server object to display a list of databases for
this server and select a database or database object.

Note: For information about how to select a database to apply options
properly for backup, see Dynamic and Explicit Job Packaging in the chapter
“Backing Up Microsoft SQL Databases.”

9. Right-click the database object. A pop-up menu opens.
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10. Select Backup Agent Options. The Agent Backup Options dialog opens, as
shown in the following example:

Agent Backup Options E|
Databaze Backup Options
(2) Database - Complete

() Databasze - Differential

Databaze Conzistency Check
[] Before backup

[ &fter backup

I Ok ] [ Cancel ] [ Help ]

11. Select the type of backup that you want to perform. For more information
about backup types, see Types of Backups in the chapter “Backing Up

Microsoft SQL Server Databases.”

12. If you did not choose Files/Filegroups, go to Step 14. If you did choose
Files/Filegroups, click the Browse button. The Specify Filegroups and Files
dialog opens.

13. Select the files or file groups that you want to back up, as shown in the
following example. Click OK when you are finished.

Specify FleGroups and Fles

Chooze the filez or filegroups to backup:

¥ Type  Files or Filegroups Size (KB)  Path

1 PRIMARY
(] E:NProgram Files)

0k ] [ Cancel
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14. (Optional) On the Agent Backup Options dialog, enable a Database
Consistency Check and select the Database Consistency Check options. For

more information about Database Consistency Checks, see Checking the
Consistency of a Database in the chapter “Backing Up Microsoft SQL Server
Databases”and in your Microsoft SQL documentation.

15. Click OK.

16. Repeat Steps 8 through 15 for each database or database object that you are
backing up on this job.

Selecting Backup Destination, Schedule, and Submitting the Job

To select the backup destination, schedule, and submit the job, complete the
following steps:

1. Click the Destination tab in the Backup Manager and select a backup
destination, as shown in the following example:

. @@ : Job Tape DE @ E ﬁ a{
= 3 Me .
R — @ @ @ Stark Options Filter & Wi

Oulick Start e .
Quick Start Source | Destination | Schedule|

Job status | i G | Medie [+ | Medsbood [
ﬂ Backup = Fite croups T

% crouro

Jg Restore
#) media Pool
= Device

Database
Report Groups

i
L

Server g3

Admin %g

Alert
@ =i Configure Groups...
i 5

Note: You can use the * symbol in the Group or Media fields to create partial
wildcards when you select a backup destination. For example, if you are
backing up to two sets of groups, one with all member names beginning
GroupA and the other with all member names beginning with GroupB, you
can select all the GroupA member names by entering GroupA* in the Group
field. For more information about selecting devices and media, see the
BrightStor ARCserve Backup Administrator Guide.

2. Click the Schedule tab and select the scheduling options for this backup job.
For information about scheduling backups, see the BrightStor ARCserve Backup

Administrator Guide.
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3. Click Start. The Security and Agent Information dialog opens, as shown in the
following example:

Security and Agent Information

Flease edit or confirm the following security and agent information

far this job.
iec:t |UserName Paszword | Agent I Cancel I
GO-3(0.0.00) adriiztratgr s <IP>0.[3

£ \WGD-3(0.00.0) s

¢ >

Note: In this dialog, the column and button labeled Agent refer to the client
agent, not the BrightStor ARCserve Backup Agent for Microsoft SQL Server. If
you want, you can edit client agent information at this time. For more
information about client agents, see the BrightStor ARCserve Backup for Client
Agents Guide.

4. Inthe Security and Agent Information dialog, verify the user name and
password for the computer where Microsoft SQL Server is running and for the
Microsoft SQL virtual server instance. To enter or change security information
for the computer or the Microsoft SQL virtual server instance, perform these
steps:

a. Select the computer or the Microsoft SQL virtual server instance object and
click Security. The Security dialog opens.

b. Enter the user name and password and click OK.

Note: You should use the user name and password of a domain administrator
for machine authentication because a domain administrator is not dependent
on the computer the Microsoft SQL server instance is running on. Remember,
you must specify a domain user in the form of DomainName\ UserName.

5. Click OK. The Submit Job dialog opens.

6. (Optional) Use the Submit Job dialog to select the job execution time, submit
the job on hold, add an optional description for the backup job, or select source
priority.

7. Click OK. The Job Status window opens. Use this window to monitor the
current status of your job. For more information about the Job Status window,
see the BrightStor ARCserve Backup Administrator Guide.
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Restoring by Tree in a Microsoft SQL Virtual Server 7.0 Environment

To perform a restore using the Restore by Tree method in a Microsoft SQL Virtual
Server 7.0 environment, follow these steps:

1.

Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Tree if it is not already selected.

In the Source tab below the drop-down menu, expand the virtual Windows
system from which the database you want to restore was backed up. The
database instances appear.

Expand the Microsoft SQL virtual server instance that contains the database
you want to restore.

Select the database you want to restore.

If you want to use a backup that is not the most current backup, click Version
History. The Version History dialog opens. If you want to use the most current
backup, go to Step 7.

Version History provides information on the media name attached to each
backup session, its backup session number, backup method, and the date and
time the backup was made. Using Version History, you can select the session
to restore from the backup media.

Select a backup session to use for the restore, as shown in the following
example; then click Select. The Version History dialog closes.

Version History E|
1 341 545 P [ID:E3F SEQ:T] g dbazql7 04|
2 5405403 5:45 PM [ID:E3F SEQ:T) 7 dbazql7 0%
3 5405403 545 PM [ID:E3F SEQ:) B dbazgl7 05| Hel
P
4 305403 5045 PM [ID:E3F SEQ:] 1 dbazqgl7 0
£ | >

7. Right-click the database you selected to restore. A pop-up menu opens.
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8. Select Backup Agent Options. The Backup Agent Restore Options dialog
opens, as shown in the following example:

Backup Agent Restore Options gl

BrightStor 4R Cserve Backup Automatic Selection

Automatically selects all other required sessions and options for the current session.

Festore
(&) Database ) Files of filegoups

[] Force restore over existing files

Restore database files as:

| Files ar filegroups Move file to physical location Siz. Physice
| PRIMARY

Phonebook _dat CAMSSOL7YDATAVPhonebook, mdf 2097152CMM5
| Phonebook_log CAMSSOLADATAPhonebook.Idf 2097152 C:\M58)
| £ >

Recovery Completion State

(%) Leave database operational. No additional ransaction logs can be restored,
() Leave database nonoperational, but able to restore additional transaction logs.

() Leave databage read-only and able to restore additional transaction logs.

Dratabase consistency check
[ ater restore

[ Ok ]l Cancel ][ Help ]

Note: The dialog may vary depending on the restore sessions selected.

Tip: The Automatic Selection option on the Backup Agent Restore
Options dialog automatically selects the restore options that are
appropriate for your backup. In most cases, you should accept
Automatic Selection as your only option for a restore job.

9. Perform one of the following actions:

m  Click OK to let the Automatic Selection option select the appropriate
restore options for the restore job. The Automatic Selection option is the
default option for every restore job.

m  Select the options that you want to use for this restore session manually.
When you are finished, click OK. For more information about options, see

Restore Options in the chapter “Restoring Microsoft SQL Server
Databases.”

10. In the Source tab, ensure that the session you want to restore is selected.
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11. Click the Destination tab in the Restore Manager window and select a
destination using one of the following procedures:

To Restore Action

To the same server using the  Select the Restore files to their original
same database name locations option if not selected already.
To a different server, or a Clear the Restore files to their original
different instance on the locations option; then find and select the
original server, using the same Microsoft SQL server object for the
database name destination server.

Note: If the database to be restored was
backed up from a Microsoft SQL Server 7.0
instance and is being restored to a Microsoft
SQL Server 2000 instance, you must still
explicitly select the target instance even if it
is a default instance.

Using a different database Clear the Restore files to their original
name locations check box, then select the server
you want to be the destination.

Find and select the Microsoft SQL server
instance on the destination server.

In the space below the check box, enter a
backslash and the new name of the
database at the end of the displayed path, as
shown in the following example:

\\ABC12-3\ dbasql70\ Lightning
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12. Click Start. The Session User Name and Password dialog opens, as shown in
the following example:

Session User Name and Password

For each tape seszion, enter:

- User Mame and Pazsword for the machine only if the filez are restored to their onginal location(z).
- Session Pazsword for password-protected tape sesszions only.

-IP or |P Address for agent restore only.

Machine | DBAgent|

Media | Sess. § | Path U zer Mame Pazsward
9/05/03 5:45 PM [OE3F] 0002 WCOMPOOdba...  user(l

o] (== [

13. Verify or change the user name or password for the Windows machine on
which Microsoft SQL Server is loaded. To verify or change the user name or
password, follow these steps:

a. Select a session on the Machine tab and click Edit. The Enter User Name
and Password dialog opens.

b. Enter or modify the user name and password, if necessary.

c. If a session password was assigned to this session, enter the session
password.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Note: You should use the user name and password of a domain administrator
for machine authentication because a domain administrator is not dependent
on the computer on which the Microsoft SQL server instance is running.
Remember, you must specify a domain user in the form of

DomainName\ UserName.

14. Verify or change the user name or password for the database servers to which
you are restoring. To verify or change the user name or password for the
database servers:

Select the DBAgent tab.

b. Select a session and click Edit. The Enter User Name and Password dialog
opens.

c. Enter or modify the user name and password, if necessary.
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15.

16.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Note: You must use the Microsoft SQL-native user with system administrator
privileges. You cannot use a Windows user for Microsoft SQL Server
authentication in a Microsoft SQL Server 7.0 cluster.

Click OK on the Session User Name and Password dialog. The Submit Job
dialog opens.

Click OK to submit this job. The Job Status window opens. Use this window to
monitor your job.

Restoring by Session in a Microsoft SQL Virtual Server 7.0 Environment

To perform a restore using the Restore by Session method, follow these steps:

1.

Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Session. A list of the media you have used when backing up
with BrightStor ARCserve Backup opens.

If you want to create a filter to restore only the sessions from a specific server
or the sessions from a specific database on a specific server, click the Filter tab
in the Restore Manager. The Filter dialog opens. If you do not want to create a
filter, go to Step 6.

Click the SQL Agent Filter tab. The SQL Agent Filter dialog opens.

Enter a machine name if you want to restore the sessions from a particular
server, or a machine name and database name if you want to restore the
sessions of a particular database.

Click OK on the SQL Agent Filter dialog.

Note: Once you apply the SQL filter settings, you can expand the media item
to view the results. If the media item was already expanded, you must collapse
it and then expand it to see the results.

Choose the media containing the backup you want to restore, expand the
session containing that backup, and select the specific database or log you
want to restore.

Right-click the name of the database or log you want to restore. A pop-up
menu opens.
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8. Select Backup Agent Options. The Backup Agent Restore Options dialog
opens, as shown in the following example:

Backup Agent Restore Options E|
BrightStorE B Automatic Selection

Automatically selects all other required sessions and options for the current session

Restare
(*) Database () Files or filegroups

[] Force restare over esisting database.

Fiestore database files as:

Filez aor filegroups  kowve file to physical location

PRIMARY

MSDEData E:“Program FilestMicrosoft SOL Server\MSS0LES QL2000 at:
MSDEBLog chmssglPhDATANmsdblog, Idf
< 5|

Recovery Completion State

(%) Leave database operational. Mo additional tranzaction logs can be restared
(O Leave database nonoperational, but able to restore additional transaction lags.

() Leave database read-only and able to restore additional transaction logs

Databaze conzsiztency check
[ asfter restore

[ Ok, ] [ Cancel ” Help ]

Note: The dialog may vary depending on the Restore sessions selected.

Tip: The Automatic Selection option on the Backup Agent Restore Options
dialog automatically selects the restore options that are appropriate for

your backup. In most cases, you should accept Automatic Selection as your
only option for a restore job.

9. Perform one of the following actions:

m  Click OK to let the Automatic Selection option select the appropriate
restore options for the restore job. The Automatic Selection option is the
default option for every restore job.

Manually select the options that you want to use for this restore session.
When your are finished, click OK. For more information about options, see

Restore Options in the chapter “Restoring Microsoft SQL Server
Databases.”

10. In the Source tab, ensure that the session you want to restore is selected.
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11. Click the Destination tab in the Restore Manager and select a destination using
one of the following procedures:

To Restore Action

To the same server using the  Select the Restore files to their original
same database name locations option if not selected already.
To a different server, or a Clear the Restore files to their original
different instance on the locations option; then find and select the
original server, using the same Microsoft SQL server object for the
database name destination server.

Note: If the database to be restored was
backed up from a Microsoft SQL Server 7.0
instance and is being restored to a Microsoft
SQL Server 2000 instance, you must still
explicitly select the target instance even if it
is a default instance.

Using a different database Clear the Restore files to their original
name locations check box, then select the server
you want to be the destination.

Find and select the Microsoft SQL server
instance on the destination server.

In the space below the check box, enter a
backslash and the new name of the
database at the end of the displayed path, as
shown in the following example:

\\ABC12-3\ dbasql70\ Lightning
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12. Click Start. The Session User Name and Password dialog opens, as shown in
the following example:

Session User Name and Password fg|

For each tape session, enter:

- Uger Mame and Paszsword for the machine ta which the files are being restored.
- Sezzion Pazaword for pazsword-protected tape sessions only,

- IP or IF: Address for agent restore only.

“Machine | D BAgen.t |

Media | Sess. # | UserMame | Passward

: BUILD1964 [SEOC] ooog

[ ok | [ caee | [ Edt | [ Hep |

13. Verify or change the user name or password for the Windows computer on
which Microsoft SQL Server is loaded. To verify or change the user name or
password, follow these steps:

a. Select a session on the Machine tab and click Edit. The Enter User Name
and Password dialog opens.

b. Enter or modify the user name and password, if necessary.

c. If a session password was assigned to this session, enter the session
password.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Note: You should use the user name and password of a domain administrator
for machine authentication because a domain administrator is not dependent
on the computer on which the Microsoft SQL server instance is running.
Remember, you must specify a domain user in the form of

DomainName\ UserName.

14. Verify or change the user name or password for the database servers to which
you are restoring. To verify or change the user name or password for the
database servers, follow these steps:

a. Select the DBAgent tab.

b. Select a session and click Edit. The Enter User Name and Password dialog
opens.

c. Enter or modify the user name and password, if necessary.
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15.

16.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Note: You must use the Microsoft SQL-native user with system administrator
privileges. You cannot use a Windows user for Microsoft SQL server
authentication in a Windows NT 4.0 Microsoft SQL Server 7.0 cluster.

Click OK on the Session User Name and Password dialog. The Submit Job
dialog opens.

Click OK to submit this job. The Job Status window opens. Use this window to
monitor your job.

Backing Up a Microsoft SQL Virtual Server 2000 Environment

To back up in a Microsoft SQL Virtual Server 2000 environment, follow the steps
in these procedures:

Selecting server, protocol, security, and backup type

Selecting backup destination, schedule, and submitting the job

Selecting Server, Protocol, Security, and Backup Type

To select a server, protocol, security, and backup type, complete the following
steps:

1.

Verify that Microsoft SQL virtual server is running in your Microsoft cluster
environment.

Start BrightStor ARCserve Backup and open the Backup Manager.

Under the Source tab, find and expand the Microsoft SQL virtual server
computer, not the physical nodes or the Windows virtual server. The
Microsoft SQL virtual server instances are located under the Microsoft SQL
virtual server object with which they are associated, as shown in the following
example:

=t
o=
O=r:
O==
EI% System State

[0 B B - B
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Note: Browse the Microsoft SQL virtual server instances through their
associated Microsoft SQL virtual server only. Browsing from any other entry
point may cause backup failures if the Windows virtual server or the Microsoft
SQL Virtual Server 2000 moves to a different node of the cluster. Do not
browse through the MSCS computer for the Microsoft SQL Virtual Server 2000
configuration.

4. Right-click the Microsoft SQL virtual server object and select the Remote
Protocol option from the pop-up menu. The Remote Protocol dialog opens, as
shown in the following example:

Remote Protocol |

Select a Femote Protocol

f+ TCRAP
W (Wirtual Interfaces)
" Named Pipes

0K I Cancel |

Select TCP/IP and click OK.

Right-click the Microsoft SQL virtual server object and select Security. The
Security dialog opens.

7. Verify the security information (previously provided during configuration) in
the Security dialog. If it is correct, click OK. If it is not correct, change it and
click OK.

8. Expand the Microsoft SQL virtual server object to display a list of databases for
this server and select a database or database object.

9. Right-click the database object. A pop-up menu opens.
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10. Select Backup Agent Options. The Agent Backup Options dialog opens, as

11.

12.

13.

shown in the following example:

®

Agent Backup Options

(3) Databass Agent
Databaze Agent
©Database - Complets
() Database - Differential
() Files/Filagroups
() Files/Filegroups - Differential
() Trangaction Log

Databaze Conzistency Check

[ Befare backup
[ &fter backup

[ ak. ] [ LCancel ] [ Help ]

Select the type of backup that you want to perform. For more information
about backup types, see Types of Backups in the chapter “Backing Up
Microsoft SQL Server Databases.”

If you did not choose Files/Filegroups or Files/Filegroups - Differential, go to
Step 14. If you did choose Files/Filegroups or Files/Filegroups - Differential,
click the Browse Files/Filegroups button. The Specify Filegroups and Files
dialog opens.

Select the files or file groups you want to back up, as shown in the following
example. Click OK when you are finished.

Specify FleGroups  and Fles

Chooze the filez or filegroups to backup:

¥ Tvpe Files or Filegroups Size (KB) = Path
3 PRIMARY
[:5 E:iProgram Files

< >

[ OF. H Cancel ]

14. (Optional) Enable a Database Consistency Check and select the Database

Consistency Check options. For more information about Database
Consistency Checks, see Checking the Consistency of a Database in the
chapter “Backing Up Microsoft SQL Server Databases”and in your Microsoft
SQL documentation.
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15. Click OK.

16. Repeat Steps 8 through 15 for each database or database object that you are
backing up in this job.

Selecting Backup Destination, Schedule, and Submitting the Job

To select a backup destination, schedule, and submit the job, complete the
following steps:

1. Click the Destination tab in the Backup Manager and select a backup
destination, as shown in the following example:

Job T [u]]
|userD1 v|é§;® @

A Start | Options  Fiter | Tmad

ﬂ lob Status [ Multiplasing Group |* | Media |* | Mediaool |
":. Backup = P croups % croupo
w“ 8 GrRoUPD
..,x Restore
Media Pool

: Report
- - _ Groups
% Server L\M

Admin i

Note: You can use the * symbol in the Group or Media fields to create partial
wildcards when you select a backup destination. For example, if you are
backing up to two sets of groups, one with all members names beginning
GroupA and the other with all members names beginning GroupB, you can
select all the GroupA members names by typing GroupA* in the Group field.
For more information about selecting devices and media, see the BrightStor
ARCserve Backup Administrator Guide.

2. Click the Schedule tab and select the scheduling options for this backup. For
information about scheduling backups, see the BrightStor ARCserve Backup
Administrator Guide.
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3. Click Start. The Security and Agent Information dialog opens, as shown in the
following example:

Security and Agent Information

Please edit ar confirm the following security and agent information

far this job.
iec:t |UserName Pazzword | Agent I Cancel ]
GO-3(0.00.0) adririshrator s <003

£ WG0-3(00.0.0] sa T

< ;

Note: In this dialog, the column and button labeled Agent refer to the client
agent, not the BrightStor Enterprise Backup Agent for Microsoft SQL Server. If
you want, you can edit client agent information at this time. For more
information about client agents, see the BrightStor ARCserve Backup Client
Agents Guide.

4. Inthe Security and Agent Information Dialog, verify the user name and
password for the computer where Microsoft SQL Server is running and for the
Microsoft SQL virtual server instance. To enter or change security information
for the computer or the Microsoft SQL virtual server instance, complete the
following steps:

a. Select the computer or the Microsoft SQL virtual server instance object and
click Security.

b. In the Security dialog that opens, enter the user name and password and
click OK.

Note: You should use the user name and password of a domain administrator
for machine authentication because a domain administrator is not dependent
on the computer on which the Microsoft SQL server instance is running.
Remember, you must specify a domain user in the form of

DomainName\ UserName.

5. Click OK. The Submit Job dialog opens.

6. (Optional) Use the Submit Job dialog to select the job execution time, submit
the job on hold, add an optional description for the backup job, or select source
priority.

7. Click OK to submit this job. If you selected Run Now, the Job Status window
opens. Use this window to monitor your job. For more information about the
Job Status window, see the BrightStor ARCserve Backup Administrator Guide.
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Restoring by Tree in a Microsoft SQL Virtual Server 2000 Environment

To restore using the Restore by Tree method in an Microsoft SQL Virtual Server
2000 environment, follow these steps:

1.

7.

Open the Restore Manager. In the drop-down menu on the top of the Source
tab, select Restore by Tree if it is not already selected.

In the Source tab below the drop-down menu, expand the Microsoft SQL
virtual server computer name that the database you want to restore was
backed up from. The database instances appear.

Expand the Microsoft SQL virtual server instance that contains the database
you want to restore.

Select the database that you want to restore.

If you want to use a backup that is not the most current backup, click Version
History. The Version History dialog opens. If you want to use the current
backup, go to Step 7.

Version History provides information on the media name attached to each
backup session, its backup session number, backup method, and the date and
time the backup was made. Using Version History, you can select the session
to restore from the backup media.

Select a backup session to use for the restore, as shown in the following
example; then click Select. The Version History dialog closes.

i Version History g|

|_MNo_|MedialName Session H .u":E =
9/ 4 SEQ: g dbazql70\

9/05/03 5:45 FM [ID:E3F,5: 7 s?’D\

§ -

Right-click the database name on the Source tab. A pop-up menu opens.
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8. Select Backup Agent Options. The Backup Agent Restore Options dialog
opens, as shown in the following example:

Backup Agent Restore Options m

BrightStar &RCzerve Backup Automatic Selection

Autamatically selects all other required sessions and options far the current session
Festare

(&) Database [ Farce restare aver existing files,

() Files or filegroups

Log point in time restore

= ’
Restore database filesss:
Files or filegraups Move file to physical location Siz.. | Physica I
‘
Bear_Datal Chlest\Bear_Datal MDF 1048576 Mest
2
Bear_Data2 Chtest\Bear_Data2 MDF 1048576 Mest w |
< & |

= ﬁt‘a:uvew Completion State
(%) L eave datahase operational. Mo additional ransaction logs can be restored
() Leave database nonoperational, but able ta restare additional ransaction logs.
() Leave database read-only and able to restore additional transaction logs
| [ 1 AT |
Diatabase consistency check

[ atter restare [ Restricted user access after restare

[ Keep replication settings

[ ak ][ Cancel ][ Help ]

Note: The dialog may vary depending upon the restore sessions selected.

Tip: The Automatic Selection option on the Backup Agent Restore
Options dialog automatically selects the restore options that are
appropriate for your backup. In most cases, you should accept
Automatic Selection as your only option for a restore job.

9. Perform one of the following actions:

m  Click OK to let the Automatic Selection option select the appropriate
restore options for the restore job. The Automatic Selection option is the
default option for every restore job.

m  Manually select the options that you want to use for this restore session.
When you are finished, click OK. For more information about restore

options, see Restore Options in the chapter “Restoring Microsoft SQL
Databases.”

10. In the Source tab, ensure that the session you want to restore is selected.
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11. Click the Destination tab in the Restore Manager window and select a
destination using one of the following procedures:

To Restore

Action

To the same server using the
same database name

Select the Restore files to their original
locations option if not selected already.

To a different server, or a
different instance on the
original server, using the same

database name

Clear the Restore files to their original
locations option; then find and select the
Microsoft SQL server object for the
destination server.

Note: If the database to be restored was
backed up from a Microsoft SQL Server 7.0
instance and is being restored to a Microsoft
SQL Server 2000 instance, you must still
explicitly select the target instance even if it
is a default instance.

Using a different database

name

Clear the Restore files to their original
locations check box, then select the server
you want to be the destination.

Find and select the Microsoft SQL server
instance on the destination server.

In the space below the check box, enter a
backslash and the new name of the database
at the end of the displayed path, as shown
in the following example:

\\ABC12-3\ dbasql70\ Lightning
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12.

13.

14.

Click Start. The Session User Name and Password dialog opens, as shown in
the following example:

Session User Name and Password @

For each tape session, enter:

- Uzer Mame and Pazsword for the maching only if the files are restored to their ariginal location(z).
- Session Pazsword for password-protected tape sessions only.

- IP or IF Addrezz for agent restore only.

.M.acﬁ.ine | DBAgent|

Media | Sesz f | Path Lzer Mame Pagsword
3/06/03 545 P [OE3F] 0002 WCOMPO0Thdba,.  user(]

[ [1]8 ] I Cancel ] E

Verify or change the user name or password for the Windows computer on
which Microsoft SQL server is loaded. To verify or change the user name or
password, follow these steps:

a. Select a session on the Machine tab and click Edit. The Enter User Name
and Password dialog opens.

b. Enter or modify the user name and password, if necessary.

c. If a session password was assigned to this session, enter the session
password.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Note: You should use the user name and password of a domain administrator
for machine authentication because a domain administrator is not dependent
on the computer on which the Microsoft SQL server instance is running.
Remember, you must specify a domain user in the form of

DomainName\ UserName.

Verify or change the user name or password for the database servers to which
you are restoring. To verify or change the user name or password for the
database servers, follow these steps:

Select the DBAgent tab.

b. Select a session and click Edit. The Enter User Name and Password dialog
opens.

c. Enter or modify the user name and password, if necessary.
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15.

16.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Click OK on the Session User Name and Password dialog. The Submit Job
dialog opens.

Click OK to submit this job. The Job Status window opens. Use this window to
monitor your job.

Restoring by Session in a Microsoft SQL Virtual Server 2000 Environment

To perform a restore using the Restore by Session method, follow these steps:

1.

Open the Restore Manager. In the drop-down menu under the Source tab,
select Restore by Session. A list of the media that you have used when backing
up with BrightStor ARCserve Backup opens.

If you want to create a filter to restore only the sessions from a specific server
or the sessions from a specific database on a specific server, click the Filter tab
in the Restore Manager. The Filter dialog opens. If you do not want to create a
filter, go to Step 6.

Click the SQL Agent Filter tab. The SQL Agent Filter dialog opens.

Enter a machine name if you want to restore the sessions from a particular
server, a machine name and database name if you want to restore the sessions
of a particular database, or a machine name, instance name, and database
name if you want to restore a particular instance of a database.

Click OK on the SQL Agent Filter dialog.

Note: Once you apply the SQL filter settings, you can expand the media item
to view the results. If the media item was already expanded, you must collapse
it and then expand it again to see the results.

Choose the media containing the backup you want to restore, expand the
session containing that backup, and select the specific database or log you
want to restore.

Right-click the name of the database or log you want to restore. A pop-up
menu opens.

Choose Backup Agent Options. The Backup Agent Restore Options dialog
opens.

Tip: The Automatic Selection option on the Backup Agent Restore Options
dialog automatically selects the restore options that are appropriate for
your backup. In most cases, you should accept Automatic Selection as your
only option for a restore job.
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9. Perform one of the following actions:

m  Click OK to let the Automatic Selection option select the appropriate
restore options for the restore job. The Automatic Selection option is the
default option for every restore job.

m  Manually select the options that you want to use for this restore session.
When you are finished, click OK. For more information about restore
options, see Restore Options in the chapter “Restoring Microsoft SQL
Databases.”

10. In the Source tab, ensure that the session you want to restore is selected.

11. Click the Destination tab in the Restore Manager window and select a
destination using one of the following procedures:

To Restore Action

To the same server using the Select the Restore files to their original
same database name locations option if not selected already.
To a different server, or a Clear the Restore files to their original
different instance on the locations option; then find and select the
original server, using the same Microsoft SQL server object for the
database name destination server.

Note: If the database to be restored was
backed up from a Microsoft SQL Server 7.0
instance and is being restored to a Microsoft
SQL Server 2000 instance, you must still
explicitly select the target instance even if it
is a default instance.

Using a different database Clear the Restore files to their original
name locations check box, then select the server
you want to be the destination.

Find and select the Microsoft SQL server
instance on the destination server.

In the space below the check box, enter a
backslash and the new name of the database
at the end of the displayed path, as shown
in the following example:

\\ABC12-3\ dbasql70\ Lightning
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12. Click Start. The Session User Name and Password dialog opens, as shown in
the following example:

Session User Name and Password

For each tape session, enter:

- Uzer Mame and Pazsword for the machine only if the files are restored to their ariginal location(z).
- Session Pazsword for password-protected tape sessions anly.

- IP or P Addrezz for agent restore only.

.M.acﬁ.ine | DBAgent|

Media | Sezz B | Path Lzer Mame Pagzword
3/06/03 545 P [OE3F] 0002 SCOMPOO0Thdba, . userl]

[ Ok, ] I Cancel ] E

13. Verify or change the user name or password for the Windows computer on
which Microsoft SQL Server is loaded. To verify or change the user name or
password, follow these steps:

a. Select a session on the Machine tab and click Edit. The Enter User Name
and Password dialog opens.

b. Enter or modify the user name and password, if necessary.

c. If a session password was assigned to this session, enter the session
password.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Note: You should use the user name and password of a domain administrator
for machine authentication because a domain administrator is not dependent
on the computer on which the Microsoft SQL server instance is running.
Remember, you must specify a domain user in the form of

DomainName\ UserName.

14. Verify or change the user name or password for the database servers to which
you are restoring. To verify or change the user name or password for the
database servers:

Select the DBAgent tab.

b. Select a session and click Edit. The Enter User Name and Password dialog
opens.

c. Enter or modify the user name and password, if necessary.

5-26 Agent for Microsoft SQL Server Guide



Disaster Recovery in a Microsoft SQL Server 7.0 Cluster Environment

15.

16.

d. If you want the user name, password, and session password you entered
applied to all the sessions that you are restoring, select the Apply [User
Name and Password] to all rows option.

e. Click OK to close the Enter User Name and Password dialog.

Click OK on the Session User Name and Password dialog. The Submit Job
dialog opens.

Click OK to submit this job. The Job Status window opens. Use this window to
monitor your job.

Disaster Recovery in a Microsoft SQL Server 7.0 Cluster

Environment

To perform a disaster recovery in a Microsoft SQL Server 7.0 cluster environment,
follow these steps:

1.
2.

Reinstall Microsoft SQL Server, but not the Microsoft SQL virtual server.

Reinstall the BrightStor ARCserve Backup Agent for Microsoft SQL Server, if
necessary.

Set the BrightStor ARCserve Backup SQL Agent services and the SQL Agent
services to log in as the domain administrator.

Start SQL Server in single user mode.
Restore the Microsoft SQL Server master database.

Set up the Microsoft SQL virtual server and reinstall the BrightStor ARCserve
Backup Agent for Microsoft SQL Server with the new Microsoft SQL virtual
server settings.

Restart Microsoft SQL Server in normal, multi-user mode and restore the rest
of the databases, starting with msdb.

Note: For more information about recovering from a disaster, see the BrightStor
ARCserve Backup Disaster Recovery Option Guide.
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Disaster Recovery in a Microsoft SQL Server 2000 Cluster

Environment

To perform a disaster recovery in a cluster environment, follow these steps:

1.

Reinstall Microsoft SQL Server, and then either reinstall Microsoft SQL virtual
server or rebuild the master database.

Reinstall the BrightStor ARCserve Backup Agent for Microsoft SQL Server, if
necessary.

Set the BrightStor ARCserve Backup SQL Agent services and the SQL Agent
services to log in as the domain administrator.

Take the Microsoft SQL virtual server offline and start Microsoft SQL Server
in single-user mode.

Open the SQL Server DBAgent Configuration dialog and change the
Maximum VDI size to 64 KB.

Restore the Microsoft SQL Server master database.

Restart Microsoft SQL Server in normal, multi-user mode and restore the rest
of the databases, starting with msdb.

Note: For more information about recovering from a disaster, see the BrightStor
ARCserve Backup Disaster Recovery Option Guide.
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sl Multi-Striping

This chapter contains information about backing up and restoring a Microsoft SQL
database using the Multi-Striping feature. These processes use the BrightStor

ARCserve Backup, Bright8t0r® ARCserve® Backup Enterprise Module, BrightStor
ARCserve Backup Agent for Microsoft SQL Server, and Microsoft SQL Server 7.0
or Microsoft SQL Server 2000.

Using Multi-Striping with the Agent

The BrightStor ARCserve Backup Agent for Microsoft SQL Server, in combination
with the multistreaming feature of the BrightStor ARCserve Backup Enterprise
Module, is capable of using multiple processes and multiple backup devices to
accelerate your backup beyond the speed of a single tape drive. With extremely
large databases (for example, anything over 100 GB), this can make the difference
between a backup taking a few hours or an entire day. For more information about
multistreaming, see the BrightStor ARCserve Backup Administrator Guide.

In a single-stripe backup job, a single backup device is used; each database backup
is written to one session on one backup media. In a multistriped backup, the
multistreaming option is enabled and two or more groups are selected, and the
number of backup devices is between 2 and 32. After Multi-Striping is enabled,
several child or subjobs are sent simultaneously to the number of devices specified.
If the requested number of devices specified are unavailable, the master job waits
until they become available or creates as many child jobs as there are available
devices (at least two). You can have as many jobs running simultaneously as you
have devices or groups on your system.
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The following illustration shows the backup process using Multi-Striping.

-Multi Stream option selected
-Number of backup devices between 2 and 32
| -Two or more devices or device groups are selected

Multi-Striping enabled based on selected options

For a Multi-Striped database backup, the master job:
Checks available devices
Creates multiple child jobs based on available tape
drives; Child jobs select devices and media

Agent for Microsoft SQL Server, Microsoft SQL
Server, and ODBC interface communicate

l

Master job contacts Microsoft SQL Server to
begin backup and releases child jobs to continue

|
Master job and child jobs communicate:

Master monitors progress of child jobs and updates status
Child jobs for multistreaming signal master when complete
Multi-Striped master job reports when child jobs complete

I
Multi-Striped master job creates master session for Multi-
Striped backup, containing an index of tapes and sessions
written by child jobs

Advantages The major advantage of using BrightStor ARCserve Backup Agent for SQL Server
with Multi-Striping is speed. With Multi-Striping, the combined data transfer
speed of all of these devices can serve the target database. This enables the
database to be archived up to 32 times faster than using a single drive.
Multi-Striping offers dramatic improvements in throughput for local backup and
recovery of very large databases by splitting the data across the allocated devices.
With enough devices, this allows extremely large databases, which may have
taken an entire day to backup to a single device, to be archived in less than an hour.
Multi-Striping offers robustness and makes highly efficient use of system
resources.
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System Requirements

To use the BrightStor ARCserve Backup Agent for MS SQL Server with
Multi-Striping properly, you must ensure that the following requirements are met:

Install and run the following programs on the same computer with the
databases on which you are using this feature:

- Microsoft Windows 2000 or 2003 with the required service packs. For a list
of requirements, see the readme file.

- Microsoft SQL Server 7.0 or 2000 with the required service packs. For a list
of requirements, see the readme file.

- BrightStor ARCserve Backup r11.1
- BrightStor ARCserve Backup Enterprise Module r11.1
- BrightStor ARCserve Backup Agent for Microsoft SQL Server r11.1

Attach multiple backup devices to this machine, or one or more tape changers
with multiple drives. You can use up to 32 drives in parallel for a single
database.

We recommend that the machine being used has at least two CPUs.

For a list of machine requirements and required applications for this agent, see the
readme file. Check the Computer Associates web site located at ca.com for any
updates to the requirements.

Limitations and Operating Requirements

The following list provides the current limitations of the Multi-Striping feature:

This feature supports local backup and restore only; remote backup and
restore are not supported.

Tape Copy by Session is not supported for all the sessions associated with the
Multi-Striping backup. Whole media cloning is the only tape copy method
supported.

You cannot use Multi-Striping on the master, msdb, and model SQL Server
databases. A master database requires that only a single connection be made
to Microsoft SQL Server; Multi-Striping requires multiple connections. Other
system databases, such as model or msdb, are too small to gain significant
benefits from Multi-Striping.

You must select a Multi-Striping SQL master session to restore its child
sessions.

At the time of a restore, all related backup media must be present and listed in
the BrightStor ARCserve Backup database.

At the time of a restore, the same number of backup devices that were used to
backup the database must be available.
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Backing Up a Local Microsoft SQL Database Using
Multi-Striping

This procedure provides the basic steps required to back up a local database using
Multi-Striping.

Important! You must have properly confiqured your device groups and a media pool for
a multistreamed backup operation before performing a multi-striped local backup. For
information on how to configure device groups and a media pool, see the online help. For
information on tuning your parameters, see Confiquring the Parameters for
Multi-Striping in the chapter “Installing the Agent.”

1. Open the BrightStor ARCserve Backup Manager application. A sample Home
Page is shown here:

1 BrightStor ARCserve Backup - [Home] %
% Fle QuickStart Configuration Wizards Utilties View Window Help X

I =]
i8]

ACserve: Backup

Quick Start

;i] Job Status
‘ Backup

Quick Start

| Job Status
- [ : AVACHO3-XP ]
= . At Allows pou to moniter the jobs and check the
"Js Restnie, Default Seruer: AVACHO3-XP logs.
User Name: caroot

Backup Manager

Q Media Pool
= Click here to change the server Canfigure and submit backup jobs.

& peovice

& patabase

Restore Manager

Perform complete data recovery.

Ely ‘Daily Backup status Repart

- Media Pool
Report Craste medis pools for your media backup.
Server News and Support ‘ ?‘ Device Manager
Admin Msnsge your storage devices,
. 4 BrightStar ARCserve Backup on the Web
@ MM Admin : Find out about this premier data protection Database Manager
: . solution, Helps you to manage the database records.

2 Technical Support
: @ Visit eSupport page on CA's web site to get

. help with your problems.

Configuration

3 elews
:. Link to the archived E-Mews page on CA's web

;| site,

4 Certified Device List
: List of devices supported by BrightStar

| Most Recently Used

@ 3PvaCE L =

Report Manager
Get reports based on the database.

Server Admin

| Allaws you to ranage the engines.

MM Admin

| Allaws you to rmanage off-site mmedia

resources,

Alert Manager

. ARCserve Backup,
» Backup ; B Hotifias you abaut events during backup.
> Restore
v Quick Reference ‘ " Configuration .

Tip: To open the Home Page from the Start menu, choose Programs,
Computer Associates, BrightStor, ARCserve Backup, Manager.

2. From the Quick Start bar or the Quick Start menu, open the Backup Manager.
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In the Source tab, find and expand the local server, as shown in the following

example:

ﬁ Job Status

" Backii

=

Restore

File  quick Start  Corfiguration

g

uf}lr Mac 05 X Systems
Cl5f* NetWare Systems
s UNIXLinux Systems
Clsf® AS400 Systems
Ll WS Systems

tStor ARCserve Backup - [Backup - Untitled:1] —{of x|
wizards Utiities Wiew Backup Window Help & x|
Job Tape DB = -
COMFO0T Cl@@@ @ 7 P
Start | Options  Fiker | Imece.. | Wiew
Source | Destination | Schedule |
Mame [ Type [ Size [ Last Madifiec

There are no items to display in this view:

< |

Cl=f* windows 98/Me Systems =

Media Pool
Ll e - Bl 5 Windows NT/2000/XP/2003 Systems Backup Manager

Device

Database

3 add Ma:hine/object...;

% Report

Server 5
Admin 2 Northwind

B4 pubs
I8y System Stats
I @ Preferred Shares/Machines
[ 8 Metwork,

«
(KN

[DeFauit Server:AVACHD3-2P [Domain:AvACHD3-#P [2:46 P11 .

Right-click the Microsoft SQL Server on which you want to perform a
Multi-Striped backup, and select Security, as shown in the following example:

~imlx
1ol x|

Ltilities.

iguration  Wizards View Backup Window Help

Job Tape DB @ ? ﬁ
COMFO0 - -
& O O O Stark Options ~ Filker Iinage, Views
Source | Destination | Schedu |
ﬂ JobiatatuY O g7 NAS Servers [ Type [ size [ Last Modfiec

O 3¢ Mac 05 ¥ Systems
D58 Netware Systems
o5 UNDHLinus Systems

&

Backup

= o
9] Restore L AS900 Systems meteorology
D58t vMs Systems i

@ St il O3 Windows 98/Me Systems
| = i dows NT/2000{P{2003 Systems [ B
@ Davlcd Server (COMPODT )

e & Local Disk ( =
g Database ER-1< ] e, Microsoft SQL Server

D524 master

L o
. Report
7 O msdb : - S
% Server W meteorology | security... Properties -

adm 1y Northwind e
ﬁ SRR O pubs additional Infarmation

O @y system State HEE Microsoft SQL
g A 01 (3 Preferred Shares{Machines Server
B @ Wetwark L

" =l
[EZE

Modify Security
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5. On the Security dialog, enter the user name and password for a user who has
the system administrator role for the Microsoft SQL Server, and click OK:
Expand the local Microsoft SQL Server as shown in the following example:

o

BrightStor ARCserve Backup - [Backup - Untitled:1] —{of x|
File QuickStart Corfiguration Wizards Utiities Wiew Backup Window Help 18] x|
Job Tape OB (7 =
COMPOT Nl@@@ ‘.@ E i ﬁ.d -
A Start | Options  Fiker | Imece.. | Wiew
au rt Source | Destination | Schedule |
Job Status g+ NAS Servers [ Type [ Size: [ Last Modi =
CI=f* Mac 05 ¥ Systems
Cl5f* NetWare Systems
Backup
M L s UNIXLinux Systems

Clsf® AS400 Systems
Ll WS Systems
Cl=f* windows 98/Me Systems
=) Dl Windows NT/2000/XF /2003 Systems
B0 B server (coMPOm )
= Local Disk (C1)

Restore

4
g Media Pool
=4| pevice

Report

Server
Admin

—

Microsoft SQL Server

Database

5 security..

Properties |

Additional Information

Microsoft SQL
Server

Marne

MM Admin

)

o

I8y System Stats
Preferred Shares{Machines
Network

o
f@ alert -

Configuration

El
4

«

[DeFauit Server:AVACHD3-2P [Domain:AvACHD3-#P [2:48 P

6. Select the first database on which you want to perform a Multi-Striped backup
by clicking the green box to the left of the database name. The box becomes
filled.

Right-click the database name and select Agent Option from the pop-up menu.
If you are using Microsoft SQL Server 2000, the following Agent Backup
Options dialog opens:

Agent Backup Options N

% Database Agent

x|

€ Hardware Snapshiob ‘

— Databaze Agent
" Database - Complete MNumber of Backup Devices to use I 4_.:3
" Database - Differertial

€ Files/Filegroups Browsze Files/Flegroups |

" Files/Filegroups - Differential
{* Transaction Log

' Remove inactive entries from transaction log, after backup.

" Do not remove inactive entries from tranzaction log, after backup.

(= Backup only the log tail and leave the database in an unrecovered mode.

i~ Database Congistency Check

Check the phiysical consistency

I Before backup
[~ After backup

of the databiase
[T Do ot check ndeses

™| Contirue with backup, iFDBEE fis

Cancel

.

Help
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If you are using Microsoft SQL Server 7.0, the following Agent Backup Options
dialog opens:

x

—Database Backup Options———————————————————
¥ Database - Complete
" Database - Differential
" Transaction Log

Do rat remove nactye enties
from tranzaction lag

™ Files and filegroups Brovze |
Mumber of Backup Devices to use I EE

— Databaze Consistency Check

[~ Before backup

[~ After backup
™| Continue with backup, if DECE fais

[™ | Dojnot check indexes

Ok I LCancel | Help |

8. In the field labeled Number of Backup Devices to use, enter the number of
backup media devices (between 2 and 32) that you want to use to backup this
database.

Note: If you enter a 1 in this field, Multi-Striping will be deactivated for this
database and it will be backed up to a single device.

9. Select other backup options, as applicable. Then click OK.

Note: For information on database consistency checks, see Checking the
Consistency of a Database in the chapter “Backing Up Microsoft SQL Server
Databases.”

10. Repeat Steps 7 through 10 for each database on which you want to use
Multi-Striping.
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11. Select the Destination tab. Then select the Multi Stream and Use Any Group
options, as shown in the following example:

ightStor ARCserve Backup - [Backup - Untitled:1]
File qQuickStart Corfiguration Wizards Utiities Yiew Backup Window Help

®

Start

Job Tape OB

COMPOOT l@@@
Saurce Destinalion | Schedule |

jﬂj Job Status I Muliplesing | Group [GROUPA"

&

Wisw

=

Options ~ Fiker

ImagE..

Media B
Media Pocl -

K MuliStream | K Use Any Graup
Backup
= =
% Restore
| Media Pool
Device
Database
RETGEE I <Device: 6> <Blank Media>
e 2
Server Y
Admin
) rre admn Configure Groups... Summary | Details |
@ Alert Media Information
Sequencs No.
Configuration )
Write Protect Ho
Media Posl
Serial No.
Mast Recently Used
QEETEREl Has Media Characteristics
. Medium Type

Note: To use Multi-Striping, you must select the Multi Stream option, and
select two or more groups or a single group that contains two or more backup
devices. You must also have selected more than one backup device on the
Microsoft SQL Server 2000 Agent Backup Options dialog. Otherwise, this
feature will be deactivated and your backup will be unsuccessful. For
information on multistreaming and multiple backup devices, see the
BrightStor ARCserve Backup Administrator Guide.

12. Choose a media pool from the drop-down list or enter a media pool in the
Media Pool field.
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13. Select the Schedule tab. Set the appropriate scheduling options, including
rotation and GFS (grandfather-father-son) settings, if applicable. An example
is shown next:

|4 BrightStor ARCserve Backup - [Backup - Untitled:1] i [] 3]

le QuickStart Configuration Wizards LUtlities View Backup Window Help -1®] x|

Job Tape DB G =7 =
COMPOD @@ @ P
Start | Options  Fiter | Imade.. | Yiew
o] rt Source | Destination Scheduls |
Jﬁj Jbh Status & Custom Scheduls € Uss Rotation Scheme
‘ Backup
-

<2 Restore Repeatbothod [Once =]
@ Media Pool
2| Device

Database
Report
% Server

Admin
I{-ﬁ MM Admin

¢ BackupMethod ——————
@) ptert & Full[Keep Archive Bij
s " Full (Clear Archive Bit)
" Incremental
= " Differential
Utilities
¥

[ |Default Server: AvACHDZ-XP [Domain:AvACHDZ-xP [z55PM 7

Note: Selecting the differential or incremental backup methods override
options selected for individual databases. If you select the incremental backup
method, the agent performs a Transaction log backup for databases using the
full or bulk-logged recovery models, and a differential backup for databases
using the Simple Recovery model. For more information about recovery
models, see the Microsoft SQL Server Books Online.
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14. If you use Rotation Scheme, choose the appropriate scheduling options,
including rotation and GFS settings, if applicable.

%3 BrightStor ARCserve Backup - [Backup - Untitled:1]

—1of x|
File Quick Start  Configuration  Wizards Utiitiss View Backup  Window Halp =& x|
| Job Tape DB 5 = o ¥,
COMPOOT |l @ @@ @ Z - =
A Start | Options  Fiter [ Imsge.,. | Wiew
Quick Sourcs | Destination Schede |
Al 200 status " CustomSchedulz ' Lse Rotation Scheme
ﬂ Backup
5 5 7] [Saveas.. | | EEnove
o cheme Name [ <S-day weekly incremental backup, full backup on Friday> =
s Restore
Start date 3/41/2004 =
Media Pool r"'f""'f
@ S Esecution Tims  [10:35:54 M =5 Fiotation Flules | Calendar View | Exceptions | Media |
=% Device Rletry Missed Targets & Dvenaite " Append
T — w [TEem = Day of Wesk | bedia Name __ Weihod hode Erec Time
Sunday SUNDAY
@4} Report e G5 Monday MONDEY Incremental  Ovenwite  <Defaulty
RAak Tuesday TUESDAY Incremental  Overwite  <Default>
ﬁ = dppendediz Wednesday  WEDMESDAY  Incremental  Overwite  <Diefauls
S Thursday THURSDAY  Incremental  Dverwite  <Diefault>
B r1vt admin B ool o= Fiday FRIDAY Ful Dverwite  <Defaui>
< | | Saturday SATURDAY  Off
@ alert
Backup Method
Configuration C Full Modi
s Modity
* Incrsmental
" Differential - Archive bit
! Differentizl - Modfication Date
Most Recently Used
» Backup
3 Restore
3 Database
v < | ol

Note: For information on rotation schemes, see the BrightStor ARCserve Backup
Administrator Guide.

15. Click Start. The Security and Agent Information dialog opens, as shown in the
following example:

Security and Agent Information W

Please edit or confirm the following zecurity and agent information
far this job.

Object

| |Jzer Name | Pagzwmword | Agent
i=| COMPOOT userl’ i
@ WWCOMPOO0T \Microsaft yzer]

Cancel

s

Senuit..

LR

Aaent..

Help

16. On the Security and Agent Information dialog, verify that the authentication
information shown is correct. To change a user name or password, highlight
the entry, click Security, and make the changes. When you are done, click OK
to submit the job. The Submit Job dialog opens.

Note: The job runs successfully if the machine authentication is omitted for
the local server. The BrightStor ARCserve Backup System Account is used as
machine authentication for local backup operations.
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17. On the Submit Job dialog, enter a description, if needed, and specify when to

18.

19.

20.

run the job:

To run the job immediately, select Run Now and click OK.

Note: The Run Now option is unavailable when more than one device
group is selected.

To run a job on a specific date and time, select Run On. Then enter a date
from the Date drop-down list; enter hour, minutes, and seconds in the
Time field. Click OK.

Run the job at a later time without specifying a time or date now, select
Run On and then select Submit on Hold. Click OK.

To monitor the job, open the Job Status Manager from the Quick Start bar or
the Quick Start menu.

The job you submitted from the Backup Manager serves as a master job for this
backup. When the job first begins, it starts several child or sub-jobs, one for
each backup media device of a Multi-Striped database backup, and one for
each multistreaming item included in the job. The following example provides
a sample of a master job for a backup:

& Brightstor ARCserve Backup - [Job Status: 1]

_ioj x|
[F] File QuickStart Configuration Wizards Utlities Yiew JobStatus Window Help =1
= == ' Job Tape DB =
3 Fle@@ icaf 2 s 7
Add Modfy  Reschedule  Ston Delete  Refresh  Fiker Pt
Quick Star = @ rightstor Backup [ Job Queus [ Aty Log |
= Currert Host +
i 20 status B R | e [obho. ~ [30b10 | Status [ Exccution Tme | JobType | LastResult | Description
= 1 8 1> READY 3(02/04 12:008M DBPaRng ‘&) Finished
m packii =) H 14 P oace Calculate session...  Backup (Ro... sample run
“J Restore
) Media Pool
g Device
8 Database
& [
@ Server Admin
4] MM Admin
4] »
Job Detail | Jab Log
Job Sumwary :’
Most Recently Used
Prune Datehase
> Backup
ZiRnstana Host Machine : 'Ll
9 4 | | |»
[ |Default Server:AVACHD3-4P [Domain:AVACHO3-4P [12:51 M 7

Note: If the number of backup devices available is too few to support
simultaneous Multi-Striped backups from the same master job, the master job
performs these backups sequentially.

Each child job begins and obtains a backup device and media. After all child
jobs have started for a particular database, the Backup Agent instructs the
Microsoft SQL server to begin transferring data.
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21. When each child job completes, it reports its completion status to the master
job.

22. When all child jobs are complete for the backup job, the master job creates a
master session on backup media for each multi-striped database backup and
reports its own completion status.

Restoring a Local Microsoft SQL Database Using Multi-Striping

This procedure provides the basic steps required to restore a local database using
Multi-Striping.

Important! You must have properly configured your device groups for a Multi-Striped
operation before performing a Multi-Striped local restore. For information on how fo
configure device groups, see the online help. For information on tuning your parameters,
see Confiquring the Parameters for Multi-Striping in the chapter “Installing the Agent.”
The media containing the master session and all child sessions must be available and listed
in the BrightStor ARCserve database. If not listed there, you must merge these media. For
more information on merging tapes, see the BrightStor ARCserve Backup Administrator
Guide.

1. Open the BrightStor ARCserve Backup Manager application. A sample Home
Page is shown next.

¥ BrightStor ARCserve Backup - [Home]

%y Flle  Guick Start  Configuration Wizards L View ‘Window Help

% Quick Start
‘ Backup
i | Job Status
[ : AVACHO3-XP ]
o . cmaty j] Allaws Gaurte anisE tiaehs snd s the
g Restore Default Server: AVACHO3-XP logs.
Q Media Pool Hisiliames s ’d Backup Manager
: Click here to change the server 4 configure and submit backup jobs.
Device
@ scessr AN ||| oo i %2 | Restore Manager
e i Perf, lste dat :
Database Ely ‘Daily Backup status Repart i L TR
5 g Media Pool
¥ Craate media posls for your madia backup.
News and Support ‘ ?‘ @ Device Manager
Manage your storage devices.
: BrightStor ARCserve Backup on the Web
: Find out about this premier data protection g Database Manager
(A1 solution, Helps you to manage the database records.
s Technical Support Report Manager
: Visit eSupport page on CA's web site to get Get reperts based on the databarss.
(7" help with your problems. 3
- % Server Admin
i 5 sy o ¢ Allows you to mansge the engines.
ac A Link to the archived E-Mews page on CA's web .
tilities % e P s~ | MM Admin
- m | Allaws you to rmanage off-site mmedia
Most Recently Used ;' Centified Device List Lol
e :. ;:tcziizwa(::kzlg?pﬂrted by BrightStar g Alort Manoer
o ; Motifies you about events during backup.
> Restore
¥ Quick Reference =l Configuration
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Tip: To open the Home Page choose Programs, Computer Associates,
BrightStor, ARCserve Backup, Manager.

2. On the BrightStor ARCserve Backup dialog, select Restore from the Quick
Start menu or the Quick Start Toolbar.

2% Fle | Quickstart  Configuration Wiards Utiites View Window Help
Job Status
Backup
Restore
T MediaPool
Device

Database
Report

L

Server dmin homain: A RCHe D Job Status
R MM Adnin Rllows you to manitor the jobs and check
'-& B sfault Servert AVACH03-XP A
:g o et ar Hame: caraot e e
Click here to change the server Gonfigure and subrnit backup jobs,
f Device
@ Restore Manager
Perform complete data recoven
& patabase By Daily Backup Status Report : ¥
NS Media Pool
Report Greate media pools for your madia
' - backup.
GETveE News and Support ‘ ¢‘
Admin Device Manager

BrightStor ARCserve Backup on the Web Manageivouristorags desices;

Find out about this premier data protection
salution,

ﬁ MM Admin

Database Manager
Helps you to manage the database
Technical Support s
Wisit eSupport page on CA's web site to gat

2

help with your problems, 7» Deport Manager

Get reparts based on the database,

Server Admin
Allows you to ranage the engines,

® ® ®

eheus
Link to the archived E-News page on CA's web
site,

AR @0 e Ln .

MM Admin
PN

)

Certified Device List

SO S -]
[Defanlt Server:AVACHO-XP [Damain:AVACHD3XP 7PN g

3. On the BrightStor ARCserve Backup - Restore dialog, under the Source tab,
select one of the following options from the drop-down list:

htstor ARCserve Backup - [Restore - Untitled:1] o [] 3]
Fle QuickStart Configuration Wizards Ltiities View Restore Window Help -8 x|

@ B 7 A.

dob Tape DB

e —

A Start | Options  Flter | Wiew

Quick Start Souce | Destinaton | Schecie |
ll) 30b status [ Restoe by Tree [ seeh || esonbiey |
" Backup = Restore by Session Name | Type | size | Last Modiiee

% o Restore by Query O B Microsoft 5L Server  Volume 3jz3i0a 32
"‘x RestoLo &l Restore by Image/Serverless

Qi Fiestore by Backup Media
;@ Media Pool P LI~ IR 75T
o157% Mac 05 % Systems

@ Device 136 Windows NT/2000/4P2003 Systems | 41 | ]

o5 NAS Servers

g Database 05 AS400 Systems >
- o 5% YMS Systems Restore Manager
Report 01 37* Windows 95{Me Systems 4
Server
% Admin
jﬁq MM Admin
@ alert

Configuration

Utilities

12 ||

[ [ |Default Server: AVACHDS-XP [Domain: AvACHDZ-XP [zi19pPm 7

&
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- Restore by Tree to build a directory tree of all machines, directories, and
files that were backed up. Then go to Step 4.

- Restore by Session to display all media used for backups and the source
for each session on the media. Then go to Step 5.

Find and expand the media containing the master session for the Multi-Striped
backup that you want to restore. Then select the master session for that
backup, as shown in the following example. (Notice that a master session, like
astandard database backup session, is preceded by a green box; a child session
is preceded by a gray box. You cannot select child sessions directly).

e A
ﬁ ._!a: b Tiew 0B | i ]
L COMPONT N oee | ¥ = o,
- Srart | Options  Fiter Wiew
Quick Start -
Souce | Disstington | Seheduds |
jﬂ Joh Status
| et by Sieinm =l
“ Backup
1= g U L P [ O f: ponnnn 1 e Livpe [e [ Last Modbed Dste
st Hestors OO Seseion 0001 WCTIMPOOT ok Thete aie no kems 16 dinplay in thit view,
. I #02jor 12:08 PM[Eepn TSM:00000 1
&' Media ool D Sess0n 0001 WLUMFIOT Yl
3 = g TOL04 12,05 PM[I0: 002 15/M-000002 ]
bl povice L Session 0001 + UCTMPO0T bebatest3
- 1= N U 12 P (0003 SiEDn00ns 1 a | s
a patabase O Seseion 0001 : WCTIMPON \chaieatd — ———
s i T C 0000\ b M S S IV te? 5 - =l
Lgh nepart
Seryer
@' Admin 3| Aaent Ootion Froperties
m L Admin Additional Information
| Mesha 30304 12105 PM |
g Alert | Hame [%/M: 10000031
r} | Feand, 0] 2
Configuration | ] |kl Koo
Utilities = cked Up | 310204 12:05 M
Most Recently Used dbasqlBMESOLTERVERMUpets
|
3 Media Fool Firiishod
» Dewice
» Bealure Backup Agent
3 Job Status P R T —
> Backup Wizrard Dstabase =
Catalag, Multistripe Master
4 1 Tiaen = "
Eelm i AVACHOZP. =1

Note: If you select a differential or Transaction log backup, the Automatic
Session Selection feature automatically identifies any standard database
backups and the master sessions for multistripe backups on which the selected
session depends. Child sessions are not selected through the Automatic
Session selection feature. These sessions are identified during the restore
process.

If your backup history for a given database includes both Multi-Striped
backups and regular database backups, they can be restored together safely.

(Optional) You may select one or both of the following options:

- To restore options other than the defaults, right-click the selected session
and select Backup Agent Options from the pop-up menu.

- To restore to an alternate SQL Server instance on the local server, or give
the database a different name as part of the restore process, use the
Destination tab.

Note: For information on restoring databases, see the chapter “Restoring
Microsoft SQL Server Databases.”

After you have selected all appropriate options, click Start.
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7.

10.

11.
12.

The Session User Name and Password dialog opens, as shown in the following
example:

Session User Name and Password i x|

For each tape session, enter:

- User Mame and Pazsward for the destination.

- Session Password for password-protected tape sessions only,
- IP or IF Address for agent restare only,

Machine | DB&gent |

Uszer Mame Password

ok | Cancel | Edt | Help |

For each session, you must set the appropriate authentication information. To
do this, double-click the first session. The User Name and Password dialog
opens.

Enter the user name and password for Windows authentication for the server.
If you used a Session Password as part of your backup options, enter this
password in the appropriate field. To apply the same Windows user name and
password to the entire session, select the Apply [User Name and Password] to
All Rows option. Then click OK.

Click the DBAgent folder tab. Repeat Steps 7 and 8, but enter the user name
and password for authentication to the Microsoft SQL server instance.

Note: You do not need to reenter session password information again here.
Click OK. The Submit Job dialog opens.

On the Submit Job dialog, enter a description and job execution time options.
Then click OK to submit the job.
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13. To monitor the job, open the Job Status Manager from the Quick Start bar or

the Quick Start menu.
o BrightStor ARCserve ackian - [Home] ~lolx
& Fie | Queck Tt Confiuston Waads Utlies View  Widon  Helo =180
b PR & '
Resteen
Hedaton
Device
“! I Database
e
- Server Admin | pamain:
a2 B MMaden
g Hert
& peacs
& patanase [y gty sackun S1atus mepary i
@ &} Erasts madis pasls far your madis hackup
Beport A
TR 5] Tl Revice Manauer
& Server Admin S IE] TR manege your tonwge davior,
5 | righibior ARCrarve Bachup on the Wak ase Mananer
@ B2t Adrnin G2 Find out .;:m Ehid pramiss 4ats protactian ' Halps you to manage the detabase racords.
auluti - y
74 Repart Manager
Q Alert @ Gat raparts Bared an the datsbaras
| - B
m : - Allows you to manags the sngines.
)| Uink to tha archivad D-haus page oh CA'S wa rart Admin
R | ) b o comovanpnononive || QMMM L
Mgt Recently Used G o Alerl Manauer
Hest b &9 T gtk @ ot vou sbeut svents dusing badk s,
» Media Poul : AR Backup,
L _Quick Reference ¥ r———— i

As with a backup job, the job you submitted from the Restore Manager serves
as a master job; however, a restore job does not use the Multi-Striping feature
in the same way as a backup job. Operations are performed sequentially, with
the master job starting child jobs for one restore operation at a time.

For each backup being restored, the master job determines if the backup to be
restored is a Multi-Striped backup or a regular database backup. For a regular
database backup, the backup session is restored normally. For a Multi-Striped
backup, the master job again starts several child jobs, one for each child job
started for the backup as displayed in the following Job Status dialog.

Each child job begins and obtains one of the media to which the backup was
recorded. When all child jobs have begun, the agent instructs Microsoft SQL
Server to prepare to restore, and then starts transferring data.

When each child job completes, it reports its completion status to the master
job. After all child jobs for a given restore are completed, the master job
proceeds to the next restore, if any, until all selected sessions have been
restored, creating additional child jobs as appropriate.

When all restores are completed, the master job reports its own completion
status to the Job Status Manager.
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Appendix

Troubleshooting and Disaster
Recovery

A

This appendix explains the most common messages for BrightStor ARCserve
Backup and the BrightStor ARCserve Backup Agent for Microsoft SQL Server, and
provides important information about disaster recovery.

Agent and ARCserve Backup Error Messages

This section explains the most common error messages for BrightStor ARCserve

Backup and BrightStor ARCserve Backup Agent for Microsoft SQL Server.
Backup or restore failed.

Reason:

There are a number of reasons for backup or restore failure.

Action:

Try the following actions:

m  See Valid Operations with Database Options in this chapter to determine if the
backup or restore failed because an incompatible database option was set.

m  Check the BrightStor ARCserve Backup Agent for Microsoft SQL Server log
file called dbasql.log for specific errors. The log is located in the Backup Agent
directory.

m  See your Microsoft SQL Server manual for information on backup and restore
operations.
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Multistreaming is being disabled because there is only one backup device.
Reason:

When using Multi-Striping, you must have selected at least two devices on the
Agent Backup Options dialog or the Use Any Group option on the Destination tab.
If you have selected two devices on the Agent Backup Options dialog and have
selected only one backup device on the Destination tab, multistreaming will be
disabled.

Action:

From the Source tab, right-click the database that you want to back up or restore,
and select Agent Options. On the Agent Backup Options dialog, ensure that you
have selected at least two and not more than 32 backup devices. Then on the
Destination tab, ensure that you have selected the Use Any Groups option or have
selected at least two device groups.

Multi-Striping Backup of Database XXX will be skipped. Multi-Striping requires the use of the Multi
Stream option.

Reason:

You have selected to backup or restore a database using the Multi-Striping feature

by choosing more than one device on the Agent Backup Options dialog. You have

not, however, selected the Multi Stream option on the Destination tab.

Action:

Ensure that the Multi Stream option on the Destination tab is selected.
2247—Multi Stream backup requires two or more backup devices. Only one is selected. Backup
will occur without Multi Stream.

Reason:

You have selected the Multi Stream option on the Destination tab, but have

selected only one backup device on the Agent Backup Options dialog. This feature
will not be enabled unless you select two or more devices.

Action:

To use multistreaming, you must have selected two or more backup devices on the
Source tab and the Multi Stream option on the Destination tab.
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No Microsoft SQL Server icon in BrightStor ARCserve Backup browser.
There are several reasons for this message.
Reason:
The Backup Agent RPC Server service is not running or not functioning.
Action:

Restart the Backup Agent RPC Server service.

Reason:
The BrightStor ARCserve Backup Agent for Microsoft SQL Server is not installed.
Action:

Install the BrightStor ARCserve Backup Agent for Microsoft SQL Server.

Reason:
No agent entry exists in the registry. It should be found at:

SOFTWARE\ComputerAssociates\BrightStor ARCserve Backup\DSAgent\
CurrentVersion\agent\dbasql70

or

SOFTWARE\ComputerAssociates\BrightStor ARCserve Backup\DSAgent\
CurrentVersion\agent\dbasql@INSTANCENAME

Action:

Reinstall the BrightStor ARCserve Backup Agent for Microsoft SQL Server.

Backup Agent Error—(82) The Backup Agent appears to hang when double clicking on it.
Reason:
Microsoft SQL Server is not running,.
Action:

Start Microsoft SQL Server.
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Backup Agent Error—(83) Remote pipe open failed: time-out.
Reason:
The Backup Agent RPC Server service on the remote machine is not responding.
Action:
Restart the Backup Agent RPC Server service on the remote computer. If it
continues to fail, consider rebooting the remote computer.
Backup Agent Error—(85)
Reason:
An incorrect password has been submitted.
Action:

Enter the correct password for the database server.

E8542—Failed to receive data from the SQL server database agent.
Reason:
The network connection was lost. (EC=10054)

Action
m  Check the network connections.

m  Verify that the BrightStor ARCserve Backup Agent for Microsoft SQL Server
services are running.
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E8562—Failed to receive data from the database agent.
Reason:
The backup or restore job was waiting for the BrightStor ARCserve Backup Agent
for Microsoft SQL Server and received no reply within the timeout period.
(EC=10060)

Action:

Increase the timeout period on the BrightStor ARCserve Backup server by
changing the TCPTimeout value in the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\BrightStor ARCserve
Backup\Base\Task\Common\DBAgentsSettings.

This value is measured in seconds. The default value is 1200 (20 minutes).

E8601—Failed to connect agent

BrightStor ARCserve Backup may have failed to connect to the BrightStor
ARCserve Backup Agent for Microsoft SQL Server for a number of reasons.

Reason:
The Backup Agent RPC Server service is not running on the target server.
Action:

Restart the Backup Agent RPC Server service on the target server.

Reason:
The Backup Agent Remote service is not running on the target server.
Action:

Restart the Backup Agent Remote service on the target server.
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Reason:
The target database instance may be stopped or inaccessible.
Action:

Verify that the target database server instance is running on the target server. If it
is not, restart it.

Reason:

The target server may be unreachable over the network.
Action:

Check the network connections.

Reason:

Machine authentication failure may have occurred.

Action:
m  Check the user name and password for the target server logon.

m  Specify domain or machine authentication for the target server logon.

Reason:

The BrightStor ARCserve Backup Agent for Microsoft SQL Server DLL failed to
load into memory on the target server.

Action:

m  Verify that the target server has sufficient free memory available.

m  Verify that the BrightStor ARCserve Backup Agent for Microsoft SQL Server
DLL exists on the target server.

m  Verify that the DLL path is correct in the target server registry.
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E8602—Failed to read from database. Backup Agent Error - (73)

Reason:
m trunc.log on chkpt is enabled and is attempting to back up a log.
m  select into/bulkcopy is set and is attempting to back up a log.

Action:

Disable these options in the database.

E8604—Failed to start backup - Backup Agent Error - (73)
Reason:

A database has been marked as read-only and an attempt to back up the
transaction log was made.

Action:

Reenable write access to the database.

E8604—Failed to start backup - Backup Agent Error - (406) VDI message: The APl was waiting and
the timeout interval had elapsed.

Reason:

A backup failed because Microsoft SQL Server did not respond to the BrightStor
ARCserve Backup Agent for Microsoft SQL Server within the time-out period.

Action:

In the Microsoft SQL Server DBAgent Configuration dialog, increase the VDI wait
time (ms) value. The default value is 120000 (2 minutes.) This value is measured in
milliseconds.
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Restore of the master database failed.
Reason:

To restore the master database, you must start Microsoft SQL Server in single-user
mode.

Action:

Start Microsoft SQL server in single-user mode. For more information, see
Restoring a Master Database in Windows 2000, XP or 2003 or Restoring a Master
Database in Windows NT in the chapter “Restoring Microsoft SQL Server
Databases.”

E8602—Failed to read from database. Backup Agent Error - (405-409 or 512-520)
Reason:

An internal error has occurred in a Virtual Device during a remote backup using
TCP.

Action:

Complete these steps:

1. Restart the Backup Agent RPC Server service and the Backup Agent Remote
service.

2. Restart Microsoft SQL Server.

If you are unsuccessful after attempting both of these options, contact Computer
Associates Technical Support through the web site ca.com.
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Backup Agent Messages

Backup Agent Explanation

Message

143 The current log session contains the time required by the
user. The database was fully recovered, so this session is the
last log session restored for the current job.

144 The current log session is skipped because of a STOPAT
restore option found in a previous session.

146 The required time was not found in this log session or the

database is in an unrecovered state.

Limitations of ARCserve Backup and the Agent

m  BrightStor ARCserve Backup (like Windows NT) does not allow special
characters to be used in file names, file group names, and database names.
Examples include /, *, <>, 2.

m  Whenrestoring a file or file group, if there are no log sessions to follow the file
or file group session, BrightStor ARCserve Backup cannot verify if the file was
modified. As a result, it does not know what the final recovery completion
state should be. By default, it chooses the Leave database non-operational, but
able to restore additional transaction logs option. Each time you back up a file
or file group, ensure that you back up a log immediately afterwards.

Microsoft SQL Server Error Messages

Microsoft SQL Server errors can occur for a variety of reasons and can appear in
several different BrightStor ARCserve Backup error messages. If a Microsoft SQL
Server error occurs, find the value shown for NativeError.

3023—Backup and file manipulation operations on a database must be serialized.

Reason:

An attempt was made to backup or restore a database while another backup or
restore operation was still in progress on that database.

Action:
Close all programs that might be accessing the database, including the SQL Server

Enterprise Manager. Wait for other operations on the database to complete and
retry the operation.
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3101—Exclusive access could not be obtained because the database is in use.

Reason:

An attempt was made to restore a database while another program was accessing
that database.

Action:

Close all programs that might be accessing the database, including the SQL Server
Enterprise Manager, and retry the operation.

3108—"“RESTORE DATABASE"” must be used in single user mode when trying to restore the master
database.

Reason:

An attempt was made to restore the master database without starting the database
server in single-user mode.

Action:
For instructions on starting the database server in single-user mode, see Restoring

a Master Database in Windows 2000, XP or 2003 or Restoring a Master Database in
Windows NT in the chapter “Restoring Microsoft SQL Server Databases.”

4305 or 4326—The log in this backup set terminates at ..., which is too early to apply to the
database.

Reason:

m  Anattempt was made to restore transaction logs out of order, with an older log
being restored after a newer one.

m  An attempt was made to restore a transaction log after a more recent backup.

Action:

Restore the last full or differential database backup again, and then re-apply the
transaction logs in the order in which they were backed up.

For additional information, see the Microsoft SQL Server Books Online.
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Limitations of the Microsoft SQL Server Database

m If you have named a Microsoft SQL database with a special character (such as
/., *, <>,7?), by default, Microsoft SQL Server names the file, file group, or
database with the same characters. To perform a backup or restore job, you
must first rename the file, file group, or database so it does not include one of
these special characters.

m If you use the Log point in time restore option for Microsoft SQL Server 7.0, or
the Stop at time, Stop at log mark, or Stop before log mark options for
Microsoft SQL Server 2000, and the specified time stamp or mark is not found
by the Microsoft SQL Server, the database remains in a loading state and the
job result is incomplete.

Valid Operations with Database Options

The following table lists each database option and states if a backup or restore can
be performed if a given database option is set:

Backup Database Log Backup Database Log Restore
Option Backup Restore

Read only YES YES** YES YES
Dbo use only  YES YES YES YES
No chkpton  YES YES YES YES
recovery

do not recover NO NO NO NO
Not recovered NO NO NO NO
trunclogon  YES NO N/A N/A
chkpt.

Single user YES* YES* YES YES
Select YES NO N/A N/A
into/bulkcopy

* Provided that the single connection to the database is not in use.

** Microsoft SQL Server 7.0 only.
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Replication of Microsoft SQL Server

According to Microsoft, the replication capability of Microsoft SQL Server is not
specifically designed to accomplish hot backups. See the Microsoft SQL Server
Database Administrator Guide for more information about how to back up and, more
importantly, restore in a replication scenario.

Microsoft SQL Server Disaster Recovery

The BrightStor ARCserve Backup Agent for Microsoft SQL Server uses the
Microsoft SQL Server Backup and Restore database functions, but these functions
do not actually back up the physical files that make up the database. Consequently,
for a restore to succeed, the database must exist; the Load command restores the
data into it.

The Master Database

For Microsoft SQL Server to run, the master database must be set up as follows:
m A master database and a model database must exist.

m  To have a master and a model database, you must either reinstall Microsoft
SQL Server, rebuild the master database using Microsoft SQL Server setup, or
restore an offline copy of the master database from media.

m  After the master database exists, Microsoft SQL Server must be running to
execute the Restore command.

To restore the master database, Microsoft SQL server must be running in
single-user mode. For more information about restoring the master database, see
Restoring a Master Database in Windows 2000, XP or 2003 or Restoring a Master
Database in Windows NT in the chapter “Restoring Microsoft SQL Server
Databases.”
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Avoiding Potential Restore Problems

The master database tracks all the resources allocated to Microsoft SQL Server. If
you do not perform an offline backup after you have made a major change in the
Microsoft SQL Server configuration, restore problems can occur.

For example, suppose you have an Microsoft SQL Server configuration with five
databases in addition to the master database. You back up the master database.
Then one database is dropped (detached from Microsoft SQL Server) and the files
that make it up are deleted, but you do not perform an offline backup. If the master
database backup is restored at this point, it would contain the information for the
dropped database that does not exist. As a result, Microsoft SQL Server would
mark it as suspect (that is, inaccessible by users). You would need to drop the
database again.

To avoid such problems, you should perform at least one offline backup. Also,
every time there is a major change in the Microsoft SQL Server configuration
(database creation, device addition, or dropping a database), you should perform
an offline backup.

Suggested Database Restore Sequence

Restore the databases in the following order to avoid any conflicts:
1. Restore the master database first in single-user mode.

2. Restart the Microsoft SQL Server in multi-user mode, and then restore msdb
immediately after you restore the master database.

3. Restore all other databases in normal, multi-user mode.

Note: These suggestions are not requirements, but following them speeds and
simplifies the disaster recovery procedure. If you restore other databases in
addition to the master database before restoring msdb, Microsoft SQL server loses
part of the backup and restore history for those other databases when msdb is
restored.

For further information, see the Microsoft SQL Server documentation.
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Disaster Recovery Scenario

A typical disaster recovery scenario consists of the following steps:
1. Reinstall Windows if necessary.
2. Reinstall BrightStor ARCserve Backup, if necessary.
3. Perform one of the following steps as appropriate:
m If an offline backup exists, restore it.

m If an offline backup does not exist and you have the SQL rebuildm.exe
utility, use the utility to recreate the master and model database. For more
information on this, see the Microsoft documentation.

m If an offline backup does not exist and you do not have the SQL
rebuildm.exe utility, reinstall the SQL server or MSDE-based application.

4. Reinstall the BrightStor ARCserve Backup Agent for Microsoft SQL Server, if
necessary.

5. Start Microsoft SQL Server in single-user mode and restore the master
database. After the restoration is complete, Microsoft SQL Server
automatically stops.

6. Restart Microsoft SQL Server in normal, multi-user mode.
7. Restore the MSDB database.

8. Restore all other databases and transaction logs except the replication
database.

9. If replication is being used, restore the replication database.
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Disaster Recovery in the Cluster Environment

The following procedures instruct you in recovering from a disaster in both a
Microsoft SQL Server 7.0 cluster environment and a Microsoft SQL Server 2000
cluster environment.

Disaster Recoveryina  To perform disaster recovery in an Microsoft SQL Server 7.0 cluster environment,
Microsoft SQLServer7.0 follow these steps:

Cluster Environment ) o
Set up Microsoft SQL Server, but do not set up Symmetric virtual server for the

Microsoft SQL Server.

Reinstall the BrightStor ARCserve Backup Agent for Microsoft SQL Server.
Start Microsoft SQL Server in single-user mode.

Restore the master database of Microsoft SQL Server.

Restart Microsoft SQL Server.

Set up Symmetric virtual server for the Microsoft SQL Server.

N o kN

Reinstall the BrightStor ARCserve Backup Agent for Microsoft SQL Server to
enable the Symmetric virtual server-related settings.

*

Restore the msdb database.
9. Restore the rest of the databases.

Troubleshooting and Disaster Recovery  A-15



Microsoft SQL Server Disaster Recovery

Disaster Recovery ina  To perform disaster recovery in a Microsoft SQL Server 2000 cluster environment,
Microsoft SQL Server follow these steps:

2000 Cluster ) )
Environment 1. Setup Microsoft SQL virtual server.

Reinstall the BrightStor ARCserve Backup Agent for Microsoft SQL Server.

2

3. Start Microsoft SQL virtual server in single-user mode.

4. Restore the master database of the Microsoft SQL virtual server.
5

Restart Microsoft SQL Server to restore the rest of the databases.
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| -3l Security Settings

This appendix explains how to configure Microsoft SQL Server security settings
for BrightStor ARCserve Backup.

Types of Microsoft SQL Authentication

Microsoft SQL Server provides two types of user authentication:
m  One based on applying the user’s Windows login identification

m  One that uses a separate user list specific to Microsoft SQL Server

Although Microsoft recommends using only Windows authentication wherever
possible, there are certain instances where it is appropriate, or even necessary, to
enable Microsoft SQL server-based authentication. For example, you must use
Microsoft SQL Server authentication for Microsoft SQL Server 7.0 or Microsoft
SQL Server 2000 when the database is running on an active cluster.

Authentication Requirements

When using Microsoft SQL Server authentication, you must specify a user account
with system administrator access privileges. By default, Microsoft SQL Server
creates an account named sa with this level of access, but the BrightStor ARCserve
Backup Agent for Microsoft SQL Server can use any account with equivalent
privileges.

When using Windows authentication, any account with administrator
equivalency for the machine on which the database is running will usually have
system administrator access privileges for the database.

Note: A Windows or domain administrator will not automatically have system
administrator access privileges for the database if the BUILTIN\ Administrators
login entry in Microsoft SQL Server has been removed or does not have this role,
or if there is a separate login entry in Microsoft SQL Server for the user that does
not have this role.
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Changing User Authentication

No matter which authentication option you choose, you must configure both
Windows and BrightStor ARCserve Backup accordingly. Also, if you change the
option, you must update settings so that both Windows and BrightStor ARCserve
Backup reflect the change. If you are using Microsoft SQL Server 2000, you must
make the change separately for each instance of the server.

To change user authentication and update the settings for both Windows and
BrightStor ARCserve Backup so that this change is reflected, you must perform the
following series of procedures in the order in which they are listed:

m  Stage 1—Check and change the Microsoft SQL Server authentication method.

m  Stage 2—Update the BrightStor ARCserve Backup Agent for Microsoft SQL
Server account configuration.

m  Stage 3—Check and change the ODBC settings.
m  Stage 4— Update the Backup Manager in BrightStor ARCserve Backup.

The procedures are contained in the following sections.

Checking and Changing the Microsoft SQL Server Authentication Method

To check or change the Microsoft SQL Server authentication method, follow these
steps:

1. On the system where Microsoft SQL Server is running, open the SQL Server
Enterprise Manager. At the left side of the window is a pane labeled Tree, with
Console Root at the top.

2. Expand the entries below Console Root until you reach the instance of the
database server.

3. Right-click the instance, and select Properties from the drop-down menu. The
Properties dialog opens.

4. In the Properties dialog, choose the Security tab.

5. Under Authentication, select either Microsoft SQL Server and Windows to
enable Microsoft SQL server-based authentication or Windows Only to enable
only Windows user names and passwords.

6. Click OK.
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Updating the Agent Account Configuration
To update the BrightStor ARCserve Backup Agent for Microsoft SQL Server
account configuration, follow these steps:

1. From the Start menu, start the Microsoft SQL Account Configuration utility.
The Account Configuration dialog opens, as shown in the following example:

b Backup Agent for SOL Server Configuration @

Account Configuration [y
(=)
Please provide SOL Server Account infarmation. @
\ Authentication Login |D Password Confirm pagsword |
ER SOL authentication sa e
< »

2. Locate the Microsoft SQL Server instance that you modified in Stage 1.

3. Select either SQL authentication or NT authentication, according to the
following criteria:

m If you have set SQL Server for Windows Only, then select NT
authentication.

m  If you have selected Mixed Mode and want to be able to back up SQL
using only SQL native users, then select SQL authentication.

m If you have selected Mixed Mode and want to be able to back up SQL
using either Windows or SQL users, select NT authentication.

4. Ifyouhave selected SQL authentication, enter the user name and password for
an SQL native user with system administrator privileges.

5. If SQL server is in a cluster environment, verify that the cluster-related
information is correct.

6. Click Finish to apply the changes.
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Checking and Changing the ODBC Settings

To check and change the ODBC (open database connectivity) settings, follow these
steps:

1.

On the system where Microsoft SQL Server is running, perform one of the
following procedures, depending on the version of Windows you are running;:

m  Open the Start Menu and select Administrative Tools
m  Open the Start Menu. Then select Control Panel and Administrative Tools.

Select Data Sources (ODBC) The ODBC Data Source Administrator dialog
opens.

Select the System DSN folder tab, as shown in the following example:

€"10DBC Data Source Administrator I I |

User DN  Spstern DSH | File DSM I Driversl Trac:ingl Connection F'oolingl About I

Svstern Diata Sources:

I arne | Doviver | Add. . I
SOL Server

g SOL Server Remove |

Microzoft Access Driver [*.mdhb)

Foodbd art 2000 Microzoft Access Driver [*.mdb) LConfigure... |

LocalServer SOL Server
FPEServer Diriver do Microsoft Access [* mdb)]

An ODBC Syztem data source stores information about how to connect to
the indicated data provider. A Spstem data source iz vizible to all users
on thiz machine, including NT services.

Ok I Cancel I Apply I Help I

Find and select the Microsoft SQL Server instance or instances. For Microsoft
SQL Server 7.0, the instance is called DBASQLY?. For Microsoft SQL Server
2000, the default instance is called dbasql_MSSQLSERVER. Other instances
use the format dbasql_ followed by the instance name.

Click Configure. The Microsoft SQL Server DSN Configuration dialog opens.
The name field should show the same name as the entry you selected to
configure. The Description field should say SQL Backup Agent. The Server
field should show the computer on which SQL Server is running.
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6. Click Next without changing any settings. The dialog should now present the
question: “How should SQL Server verify the authenticity of the login ID?,”
and give the options of Windows NT authentication and SQL Server
authentication, as shown in the following example:

Microsoft SQL Server DSN Configuration ) x|

How should SOL Server verify the authenticity of the lagin ID?

O With Windows NT authentication uzsing the network login 10

o Wwith SEL Server authentication using a login 1D and pagsword
ientered by the user.

To change the network, library used to communicate with SOL Server,
«  click Client Configuration.

Client Configuration...

W LConnect ta SAL Server to obtain default zettings for the
v i : : ;
additional configuration options.

Loagin ID: |sa

Password: I

< Back I Mest > I Cancel I Help |

m  Ifyouselected Windows Only for SQL Server in Stage 1 Step 2, ensure that
Windows NT authentication is selected.

m  Ifyouselected Mixed Mode for SQL Server in Stage 1 Step 2, you can select
either Windows NT authentication to enable both Windows and Microsoft
SQL Server-native user logins or Microsoft SQL Server authentication to
enable only Microsoft SQL Server-native user logins.

m If you have selected Microsoft SQL Server authentication, ensure that the
specified login ID has system administrator access. If you are uncertain,
just use sa, and consult the Microsoft SQL Server documentation for
instructions on setting the password for this account in Microsoft SQL
Server. Also, reenter the password to ensure it is correct.

7. Click Next. If you have specified SQL Server authentication, and either the
login ID or password is incorrect, an error message is displayed. Press OK to
close the error message, reenter the login ID and password, and click Next.

8. Click Next to proceed to the next dialog, and then click Finish. The ODBC
Microsoft SQL Server Setup dialog opens, summarizing the settings. Click Test
Data Source.
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The SQL Server ODBC Data Source Test dialog opens. In a few seconds, the
dialog displays the results of a quick connection test, as shown in the following
example:

SOL Server ODBC Data Source Test |

— Test Result

icrosaft SUL Server ODBC Driver Yersion 03.80.0528 :I
Running connectivity tests...

Attempling connection

Connection established

erifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

m  If the SQL Server ODBC Data Source Test dialog reports that the tests
completed successfully, click OK to close this dialog, and then click OK on
the ODBC Microsoft SQL Server Setup dialog. You are returned to the
ODBC Data Source Administrator dialog. Click OK to close.

m  If the SQL Server ODBC Data Source Test dialog reports any errors or
failures, this is due to an error in ODBC or the Microsoft SQL Server. See
the Microsoft SQL Server documentation for troubleshooting instructions.

Updating the Backup Manager in BrightStor ARCserve Backup

To update the BrightStor ARCserve Backup Manager, follow these steps.

1. On the system where you have installed BrightStor ARCserve Backup, start
BrightStor ARCserve Backup and open the Backup Manager.

2. Select the Source tab.

3. On the left pane containing the navigation tree, find the server on which
Microsoft SQL Server is running and expand that server to show the database.
(If the server is not present, consult the BrightStor ARCserve Backup Getting
Started for instructions on how to add it.)
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9.

Right-click the database and choose Security from the pop-up menu. The
Security dialog opens, as shown in the following example:

Security E|

Security far Microzoft SOL Server

Uszer Mame [sa
Plasswor | xxxxxxx >1
To specify a Windows domain account, uge the following

syntax: Domaint ameU set ame.

To specify a local account, enter the BrightStor Enterprize
Backup User Name.

To zpecify a Linux/Unix server account, enter only the
BrightStar Enterprize Backup Uzer Mame.

Tolog onto a Metware server, enter the full MDS context.

[ ok ] ’ LCancel ] ’ Help ]

If you are using Windows security, specify the user name for the account that
you are using to access the server and either enter the password or leave the
field blank. If you are using Microsoft SQL Server security, enter the user name
and password for the Microsoft SQL Server account, and then click OK.

If you have any recurring backup jobs already scheduled for this Microsoft
SQL Server, select the Job Status Manager, and then the Job Queue folder tab.

Select an applicable backup job and click Modify on the toolbar. The Backup
Manager opens.

Perform Steps 3 through 5 for this job, and then click Start to resubmit the
backup job.

Repeat Steps 7 and 8 for each applicable backup job.

Note: If you have any restore jobs scheduled for this Microsoft SQL Server, you
must delete and recreate them.
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